
H u n t i n g  M a l w a r e  B e a c o n s

WITH JUPYTER NOTEBOOKS
AND

AZURE SENTINEL



Baza Backdoor connections over time:

THREAT HUNT 
HYPOTHESIS:
REPEATING 
CONNECTIONS

Connection pattern searches work even if:
• Remote IP is not suspicious (e.g. Google)
• Port is not unusual (e.g. TLS over 443)
• Malware is hiding in another process (injection)
• Traffic is encrypted 

Need to use other methods if:
• C2 over DNS using expected DNS server
• Malware keeps a long-lived connection open
• Check-ins are infrequent or very irregular



RITA 
ROCKS!

• Inspiration came from RITA, which uses Zeek
logs

• Recommend checking out Zeek and RITA

CREDIT WHERE
DUE:

https://www.activecountermeasures.com/free-tools/rita/



All we need is the time 
and IP addresses of 
network traffic, but 
related processes 
would be nice!

INGREDIENT #1
Several source data options:

• Microsoft Defender for Endpoint
• DeviceNetworkEvents

• Sysmon
• Event ID 3

• PacketBeat
• Requires Logstash or 

Elasticsearch

• Suricata
• Flow records (EVE Log)
• Requires network visibility



We need to store the 
events in a database 
somewhere:

• Splunk
• Elasticsearch
• Azure Sentinel
• MongoDB (RITA)
• Many other options

INGREDIENT #2



THREAT HUNTING PIVOT #3

We need a system to query the data, run some 
custom algorithms against it, and show the results 
visually, allowing exploration of the data

INGREDIENT #3



TOOLS USED:
Network Event Source:
• Option A: Microsoft Defender for Endpoint (MDE)
• Option B: Sysmon version 13.0.1

Storage & Query:
• Microsoft Azure Sentinel
• (Elasticsearch or Splunk would also work – we’ll try them later)

Data Processing & Exploration:
• Jupyter-Hunt Server with MSTICPy modules and matplotlib





Uses normal Microsoft 
account authentication, 
including MFA and PIM to 
authenticate to Azure 
Sentinel.

No API key or shared secret 
is required (whew!) 





About 200k host pairs and 1.2 to 1.3 million connection events



Ignores private IP to private IP connections (but beware of port proxies!)



If there are a lot of results, it can be helpful to filter out the ones with few 
connections to help focus. Once every 10 minutes = ~144 in 24 hrs



skew score: 1.0 - Bowley Number/Bowley Density (25/50/75 percentiles)
madm score: Median Absolute Dispersion about the Median
count score: Number of beacons >= expected from first conn to now









… (skipping to the end)

Score: 0.668, skew: 1.0, madm:0.99, count: 0.003 Score: 0.662, skew: 0.96, madm:0.99, count: 0.028



… (skipping to the end)
Score: 0.665, skew: 0.99, madm:0, count: 1.0

All of these are the big spike at the start



THREAT HUNTING PIVOT #4

We have to have something to hunt! Let’s try:

1. BazaLoader -> BazaBackdoor

2. Cobalt Strike Beacon

3. Custom VBS RAT with Google Scripts C2

INGREDIENT #4: MALWARE!





MALWARE BEACONS IN SMALL TEST ENVIRONMENT



BAZA BACKDOOR

• Malware check-in approx. every 5 minutes
• Continuous connections all day and night
• All from one process: cmd.exe, one PID
• Hypothesis: process tampering

Score: 0.98, skew: 0.99, madm:0.95, count: 1.0



GOOGLE SCRIPT VBS BACKDOOR

• Malware check-in approx. every 60 sec.
• Mostly from cscript.exe, but also Teams
• More than one IP for script.google.com

Score: 0.98, skew: 0.95, madm:0.99, count: 1.0



COBALT STRIKE BEACON

• Beacon interval: 45 sec. with 37% jitter
• Stopped and started several times in 24hrs
• Helpful to filter list for high # of connections

Score: 0.57, skew: 0.93, madm:0.68, count: 0.094



MICROSOFT TEAMS

• This is fine

Score: 0.49, skew: 0.77, madm:0.0, count: 0.68



QUESTIONS?


