
Practical AI and Automation Use Cases for 

Security Operation

Peter Luo

Co-founder @ DTonomy & Noise Total



Peter Luo

• Microsoft 365 SOC Team
• Protect Office 365  

• 5 AI patents

• DTonomy Co-founder 
• Security operation platform empowered by easy 

automation tool and AI

• Ph.D. in Computer Science



Agenda

• Security Automation High Level

• Security Automation Live Demo 

• AI High Level

• AI Demo

• NoiseTotal – Blue Team Intelligence Intro



Develop for SOC @ Microsoft
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Challenges 
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Node-RED - One of the interesting low-code tools
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>10,000
Users

>3,000
3rd party integrations



Node-RED high level
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Browser-based flow 
editing

Built on 
Node.js

Easy Share
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Threat Monitoring
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Monitor Data Leaking



Security Auditing
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Security Analysis
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Reporting
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Firewall Management
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Administrative Tasks
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15
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Simple & repetitive tasks

17

Prebuilt procedural automation is GREAT!



AI – Augmented Intelligence
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Goes Beyond Simple Automation!



AI (LLM) – The rising of ChatGPT
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AI for Security Use Cases

• Write SIEM Query 

• Generate Security Detections

• Write Security Policy 

• Identify Vulnerability

• Write Automation Policy 

• Assist Incident Response

• …
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Combine Automation And AI 

• Demo
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AI Trains on Large Data 
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Need Human Intelligence to Solve Challenging Problems!



For example: Identify false positives



Noise Total – Community Intelligence for Blue Team 
The opposite of Virus Total
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Summary

• Try Node-RED, start automating boring tasks 

• Exciting moment with AI – More innovations are coming!

• Noise Total – Call for contribution!
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Peter Luo

pchluo@dtonomy.com

www.dtonomy.com

Twitter: @NoiseTotal
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