Curriculum Integration
Guide

Embedding Cybersecurity Across All Subject Areas




FOUNDATION

Why Cross-Curricular Integration Matters

Real-World Relevance Deeper Learning Skills for Tomorrow
Cybersecurity affects every aspect When students encounter Cross-curricular integration

of modern life. Integrating it across cybersecurity concepts in multiple prepares students for a future
subjects helps students contexts, they develop stronger where digital literacy and security
understand its universal retention and more nuanced awareness are essential
importance and practical understanding of digital safety competencies in every career path.
applications. principles.

By weaving cybersecurity into existing curricula, educators can maximize impact without adding separate courses, making
digital safety a natural part of every learning experience.



[@ ENGLISH LANGUAGE ARTS)

Cybersecurity in ELA

Key Connections

* Digital citizenship and online communication ethics

* Analyzing persuasive techniques in phishing emails

* Critical evaluation of online sources and misinformation
* Privacy considerations in digital storytelling

* Vocabulary building with technical security terms

Sample Lesson Shippet

Activity: Students analyze real-world phishing emails to identify persuasive
language, emotional manipulation, and red flags. They then write their own
"anti-phishing" public service announcements.

Standards Alignment: CCSS.ELA-LITERACY.RI.8.6 (Determine author's point of
view), W.8.2 (Write informative texts)




( MATHEMATICS)

Cybersecurity in Math

Key Connections

€
* Cryptography and encryption algorithms
Iy _ * Probability and risk assessment in security
+
" * Data analysis of breach statistics and trends
. " % R | * Password strength through combinatorics
2 T3 ) : :

A \ *  Binary systems and computer logic

Sample Lesson Shippet

Activity: Students calculate the number of possible combinations for passwords
of varying lengths and complexity. They use this data to create visual
representations showing why strong passwords matter.

Standards Alignment: CCSS.MATH.CONTENT.7.SP.C.8 (Probability models),
HSN.Q.A.1 (Reasoning with quantities)



(H& SCIENCE)
Cybersecurity in Science

Key Connections

* Network systems as biological models

* Computer viruses vs. biological viruses

* Scientific method applied to threat detection
* loT devices and smart home technology

* Environmental impact of data centers

Sample Lesson Snippet

Activity: Students investigate how computer viruses spread through networks
using epidemiological models. They design experiments to test different
"containment" strategies and present findings on virus behavior patterns.

Standards Alignment: NGSS MS-LS1-3 (Systems interactions), MS-ETS1-2
(Evaluate competing design solutions)




[@ SOCIAL STUDIES)

Cybersecurity in Social Studies

Key Connections

* Digital rights and privacy as civil liberties

* Government surveillance and democratic values

* International cybersecurity laws and treaties

* Social media's impact on democracy and elections
* Economic implications of data breaches

* Historical evolution of information security
Sample Lesson Snippet

Activity: Students debate the balance between national security and
individual privacy rights. They research landmark court cases and draft
policy proposals addressing modern cybersecurity challenges.

Standards Alignment: C3 D2.Civ.10.9-12 (Analyze impact of
constitutions), D2.Eco0.1.9-12 (Economic decision-making)




Cybersecurity in Creative Subjects

Art and Media

Connections: Digital footprints, copyright and intellectual
property, deepfakes and media manipulation, responsible
content creation

Sample Activity: Students create public awareness
campaigns about online safety using graphic design tools,
while learning about protecting their own creative work
online.

Standards: NCCAS VA:Cr2.1.8a (Demonstrate persistence in
digital art practices)

Health Education

Connections: Mental health and social media, cyberbullying
prevention, online relationship safety, protecting health
information privacy

Sample Activity: Students analyze the impact of screen
time and social media on mental wellness, developing
personal digital health plans with security considerations.

Standards: NHES 1.8.1 (Analyze health influences), 4.8.1
(Communication skills)



PLANNING TOOLS

Cross-Curricular Planning Template

01 02

Identify Learning Objectives Select Cybersecurity Topics

Start with your existing curriculum standards and identify natural Choose age-appropriate security themes that align with your
connection points for cybersecurity concepts. subject matter and enhance core learning goals.

03 04

Design Integrated Activities Assess and Document

Create lessons that teach both subject content and cybersecurity Evaluate student understanding of both subject and security
awareness simultaneously, not as separate add-ons. concepts. Share successful lessons with colleagues.

) collaboration Tip: Partner with technology teachers, library media specialists, and other educators to share resources and
align cybersecurity messaging across all classes.



Collaboration Tips for Success

—@_—@_

Build Your Team Plan Together

Connect with IT staff, technology teachers, and counselors. Schedule regular meetings to coordinate lessons across
Each brings unique expertise to create comprehensive subjects. This ensures consistent messaging and prevents
cybersecurity education. redundancy while maximizing impact.

Share Resources Start Small

Create a shared repository of lesson plans, activities, and Begin with one unit or project that integrates cybersecurity.
assessments. Build on each other's successes and learn from Use successes to build momentum and gradually expand
challenges together. across more subjects.

Effective integration happens when educators work together to create a cohesive, school-wide approach to digital safety education.
Remember, you don't have to be a cybersecurity expert—just willing to learn alongside your students.



Cybersecurity Non-Profit

"Making cybersecurity knowledge accessible to everyone through education, community, and practical resources."

Our Programs

. Business & Non-Profit Security
. Family Cybersecurity

. Kids Safety

° Senior Digital Safety

y Women's Security

y Parents & Educators

Everything we offer is completely free

Website: csnp.org

Educational Resources: csnp.org/resources
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