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CYBERSECURITY NON-PROFIT

Scam Red Flags Checklist

Stay safe from scammers by recognizing these warning signs. Print this checklist and keep it near your phone or computer as a quick

reference guide.

A Creates Urgency or Pressure

They say "Act now!" or "Limited time only!" to
rush your decision. Legitimate organizations
give you time to think.

@ Makes Threats

Uses scare tactics like "Your account will be
closed" or "You'll be arrested." Government
agencies don't threaten over the phone.

4 Requests Personal Information

Asks for Social Security numbers, bank details,
or passwords. Never share sensitive information
with unsolicited callers.

& Contains Suspicious Links

Emails or texts with strange web addresses or
spelling errors. Hover over links before clicking
to see the real destination.

== Asks for Gift Cards

Requests payment via gift cards, wire transfers,
or cryptocurrency. Real businesses don't ask for
these payment methods.

@ Sounds Too Good to Be True

Promises huge prizes, inheritances, or
investment returns with no risk. If it sounds
unbelievable, it probably is.

. Unknown or Blocked Caller

Calls from unfamiliar numbers or shows
"Unknown" on caller ID. Let it go to voicemail
and verify before calling back.

Demands Payment for Prizes

Says you won something but must pay fees or
taxes first. Real prizes never require upfront
payment.

() Remember: When in doubt, hang up and call the organization directly using a number you find
yourself. Talk to a trusted family member or friend before making any decisions.



About CSNP

"Making cybersecurity knowledge accessible to everyone through education, community, and practical

resources."

Our Programs for Everyone

Business & Non-Profit Security

Protecting organizations of all sizes from cyber threats with
practical guidance and training.

Kids Safety

Teaching children how to navigate the digital world safely and
responsibly.

Women's Security

Addressing unique online safety challenges with tailored
resources and support.

Family Cybersecurity

Helping families stay safe online with easy-to-follow security
practices for the whole household.

Senior Digital Safety

Empowering seniors with confidence and knowledge to enjoy
technology securely.

Parents & Educators

Equipping adults with tools to guide and protect young people
in the digital age.

100%

Free Resources

Everything we offer is completely free. No hidden costs, no subscriptions—just quality education for everyone.

Visit Us Online

Website: csnp.org

Resources: csnp.org/resources

Access checklists, guides, videos, and workshops
designed to keep you and your loved ones safe in the
digital world.
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